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Magic Iso Maker 5.5 build 281 contains a buffer overflow vulnerability in the Serial Code registration field that allows local a
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Risk And Classification

Hi

Version Source Type Score Severity
4.0 disclosure@vulncheck.com Secondary 6.9 MEDIUM
4.0 CNA CVSS 6.9 MEDIUM
3.1 nvd@nist.gov Primary 55 MEDIUM
3.1 disclosure@vulncheck.com Secondary 6.2 MEDIUM
3.1 CNA CVSS 6.2 MEDIUM

Primary CVSS: v4.0 6.9 MEDIUM from disclosure@vulncheck.com

CVSS:4.0/AV:L/AC:L/AT:N/PR:N/ULIN/VC:N/VIEN/VA:H/SC:N/SIEN/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/
MAC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSIX/MSA:X/S :X/AU:X/R:X/V:X/RE:X/U:X

Problem Types: CWE-787 | CWE-787 Out-of-bounds Write

Vector

CVSS:4.0/AV:L/AC:L/AT:N/PR:N/UL:N/VC:N/VI:N/VA:H/SC:N/SI:N/S#

CVSS:4.0/AV:L/AC:L/AT:N/PR:N/ULN/VC:N/VIEN/VA:H/SC:N/SI:N/S#

CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H

CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

CVSS v4.0 Breakdown

\ttack Vector
\ttack Complexity
\ttack Requirements

>rivileges Required

Jser Interaction

None


https://cve.report/
https://cve.report/CVE-2019-25565/mitre
https://cve.report/CVE-2019-25565/nist
https://cve.report/CVE-2019-25565/cve_org
https://cve.report/api/cve/CVE-2019-25565.json
https://cve.report/CVE-2019-25565.pdf
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CVSS:4.0/AV:L/AC:L/AT:N/PR:N/UL:IN/VC:N/VIIN/VA:H/SC:N/SIEN/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/
MAC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:X/AU:X/R:X/V:X/RE:X/U:X
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CVSS v3.1 Breakdown

\ttack Vector

\ttack Complexity
Low
>rivileges Required

Low

—

ser Interaction
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Unchanged

>onfidentiality

\vailability

CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Magiciso Magic Iso Maker 5.5 build281 All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Maaiciso Maaic Iso Maker affected 5.5 (build 281) Not specified


http://cve.report/vendor/magiciso
http://cve.report/software/magiciso/magic_iso_maker
http://cve.report/vendor/Magiciso
http://cve.report/software/Magiciso/Magic_Iso_Maker

l . .

References

Reference Source

www.vulncheck.com/advisories/magic-iso-maker-buffer-overflow-denial-of-service  disclosure@vulncheck.com

Www.magiciso.com disclosure@vulncheck.com
www.magiciso.com/Setup_MagiclSO.exe disclosure@vulncheck.com
www.exploit-db.com/exploits/46656 disclosure@vulncheck.com
CVE Program record CVE.ORG

NVD vulnerability detail NVD

/

Link Tag
www.vulncheck.com  Thir
www.magiciso.com  Brok
www.magiciso.com  Brok
www.exploit-db.com  Expl
www.cve.org canc

nvd.nist.gov canc

Vendor Comments And Credit

Discovery Credit
CNA: Alejandra Sanchez (en)

There are currently no legacy QID mappings associated with this CVE.
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https://www.vulncheck.com/advisories/magic-iso-maker-buffer-overflow-denial-of-service
http://www.magiciso.com
http://www.magiciso.com/Setup_MagicISO.exe
https://www.exploit-db.com/exploits/46656
https://www.cve.org/CVERecord?id=CVE-2019-25565
https://nvd.nist.gov/vuln/detail/CVE-2019-25565
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report
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