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CVE CVE-2019-2602
State PUBLIC
Assigner secalert_us@oracle.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-04-23 19:32:00 UTC
Updated 2022-10-06 17:54:00 UTC
Description Vulnerability in the Java SE, Java SE Embedded component of Oracle Java SE (subcomponent: Libraries). Supported vers

/ ]

1|

Risk And Classification

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 16.04 All All All
Operating System Canonical Ubuntu Linux 18.04 All All All
Operating System Canonical Ubuntu Linux 18.10 All All All
Operating System Canonical Ubuntu Linux 19.10 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Application Hp Xp7 Command View All All All All
Application Mcafee Epolicy Orchestrator 5.10.0 - All All
Application Mcafee Epolicy Orchestrator 5.9.0 All All All
Application Mcafee Epolicy Orchestrator 5.9.1 All All All
Operating System Opensuse Leap 15.0 All All All
Operating System Opensuse Leap 42.3 All All All
Operating System Opensuse Leap 15.0 All All All
Application Oracle Jdk 1.7.0 update211 All All
Application Oracle Jdk 1.8.0 update201 All All
Application Oracle Jdk 1.8.0 update202 All All
Application Oracle Jdk 11.0.2 All All All
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Operating System Redhat Enterprise Linux Workstation

Application Redhat Openshift Container Platform
Application Redhat Openshift Container Platform
Application Redhat Satellite

7.0

3.1

3.11

5.8

All

All

All

All

All All
All All
All All
All All

References

Reference

McAfee Security Bulletin - ePolicy Orchestrator update fixes a Java vulnerability (CVE-2019-2602)

Oracle Critical Patch Update - April 2019

[SECURITY] [DLA 1782-1] openjdk-7 security update

Red Hat Customer Portal

[security-announce] openSUSE-SU-2019:1438-1: important: Security update
Red Hat Customer Portal

Debian -- Security Information -- DSA-4453-1 openjdk-8

Red Hat Customer Portal

Red Hat Customer Portal

Document Display | HPE Support Center

Bugtraqg: [SECURITY] [DSA 4453-1] openjdk-8 security update

USN-3975-1: OpendDK vulnerabilities | Ubuntu security notices | Ubuntu
Oracle JDK/JRE: Multiple vulnerabilities (GLSA 201908-10) — Gentoo security
Red Hat Customer Portal

Red Hat Customer Portal

[security-announce] openSUSE-SU-2019:1439-1: important: Security update
[security-announce] openSUSE-SU-2019:1327-1: moderate: Security update f
Red Hat Customer Portal

[security-announce] openSUSE-SU-2019:1500-1: moderate: Security update f
Red Hat Customer Portal

Red Hat Customer Portal

CVE Program record

NVD vulnerability detail

1]

Source

CONFIRM

MISC

MLIST

REDHAT

SUSE

REDHAT

DEBIAN

REDHAT

REDHAT

CONFIRM

BUGTRAQ

UBUNTU

GENTOO

REDHAT

REDHAT

SUSE

SUSE

REDHAT

SUSE

REDHAT

REDHAT

CVE.ORG

NVD

Link
kc.mcafee.com
www.oracle.com
lists.debian.org
access.redhat.com
lists.opensuse.org
access.redhat.com
www.debian.org
access.redhat.com
access.redhat.com
support.hpe.com
seclists.org
usn.ubuntu.com
security.gentoo.org
access.redhat.com
access.redhat.com
lists.opensuse.org
lists.opensuse.org
access.redhat.com
lists.opensuse.org
access.redhat.com
access.redhat.com
WwWWw.Ccve.org

nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

Tags

Patcl

Thirc

Thirc

375806 Azul Java Multiple Vulnerabilities Security Update April 2019


http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_workstation
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openshift_container_platform
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openshift_container_platform
http://cve.report/vendor/redhat
http://cve.report/software/redhat/satellite
https://kc.mcafee.com/corporate/index?page=content&id=SB10285
http://www.oracle.com/technetwork/security-advisory/cpuapr2019-5072813.html
https://lists.debian.org/debian-lts-announce/2019/05/msg00011.html
https://access.redhat.com/errata/RHSA-2019:1165
http://lists.opensuse.org/opensuse-security-announce/2019-05/msg00058.html
https://access.redhat.com/errata/RHSA-2019:1238
https://www.debian.org/security/2019/dsa-4453
https://access.redhat.com/errata/RHSA-2019:1166
https://access.redhat.com/errata/RHSA-2019:1164
https://support.hpe.com/hpsc/doc/public/display?docLocale=en_US&docId=emr_na-hpesbst03959en_us
https://seclists.org/bugtraq/2019/May/75
https://usn.ubuntu.com/3975-1/
https://security.gentoo.org/glsa/201908-10
https://access.redhat.com/errata/RHSA-2019:1325
https://access.redhat.com/errata/RHSA-2019:1518
http://lists.opensuse.org/opensuse-security-announce/2019-05/msg00059.html
http://lists.opensuse.org/opensuse-security-announce/2019-05/msg00007.html
https://access.redhat.com/errata/RHSA-2019:1163
http://lists.opensuse.org/opensuse-security-announce/2019-06/msg00013.html
https://access.redhat.com/errata/RHBA-2019:0959
https://access.redhat.com/errata/RHSA-2019:1146
https://www.cve.org/CVERecord?id=CVE-2019-2602
https://nvd.nist.gov/vuln/detail/CVE-2019-2602
http://cve.report/qid/375806

377022 Alibaba Cloud Linux Security Update for java-1.8.0-openjdk (ALINUX2-SA-2019:0022)

377177 Alibaba Cloud Linux Security Update for java-1.7.0-openjdk (ALINUX2-SA-2019:0024)

377433 Alibaba Cloud Linux Security Update for java-11-openjdk (ALINUX2-SA-2019:0023)

378108 Virtuozzo Linux Security Update for java-1.8.0-openjdk-demo (VZLSA-2019:0774)

501209 Alpine Linux Security Update for openjdk7

501218 Alpine Linux Security Update for openjdk8
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