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Summary

CVE CVE-2019-2708

State PUBLIC

Assigner secalert_us@oracle.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-04-23 19:32:00 UTC

Updated 2023-11-07 03:09:00 UTC

Description Vulnerability in the Data Store component of Oracle Berkeley DB. Supported versions that are affected are Prior to 6.138, prior to 6.2.38 and prior to 18.1.32. Easily exploitable vulnerability allows low privileged attacker having Local Logon privilege with logon to the infrastructure where Data Store executes to compromise Data Store. Successful attacks of this vulnerability can result in unauthorized ability to cause a partial denial of service (partial DOS) of Data Store. CVSS 3.0 Base Score 3.3 (Availability impacts). CVSS Vector: (CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:L).

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Oracle Berkeley Db All All All All

Application Oracle Berkeley Db All All All All

References

Reference Source Link Tags

Oracle Critical Patch Update - April 2019 MISC www.oracle.com Patch, Vendor Advisory

[SECURITY] Fedora 33 Update: libdb-5.3.28-45.fc33 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 33 Update: libdb-5.3.28-45.fc33 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

159202 Oracle Enterprise Linux Security Update for libdb (ELSA-2021-1675)

239321 Red Hat Update for libdb (RHSA-2021:1675)

377333 Alibaba Cloud Linux Security Update for libdb (ALINUX3-SA-2022:0092)
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377333 Alibaba Cloud Linux Security Update for libdb (ALINUX3-SA-2022:0092)

672073 EulerOS Security Update for libdb (EulerOS-SA-2022-2274)

672091 EulerOS Security Update for libdb (EulerOS-SA-2022-2294)

672108 EulerOS Security Update for libdb (EulerOS-SA-2022-2323)

752826 SUSE Enterprise Linux Security Update for libdb-4_8 (SUSE-SU-2022:4214-1)

752948 SUSE Enterprise Linux Security Update for libdb-4_8 (SUSE-SU-2022:4289-1)

900172 CBL-Mariner Linux Security Update for libdb 5.3.28

901828 Common Base Linux Mariner (CBL-Mariner) Security Update for libdb (6630-1)

902804 Common Base Linux Mariner (CBL-Mariner) Security Update for libdb (4677)

940332 AlmaLinux Security Update for libdb (ALSA-2021:1675)

960849 Rocky Linux Security Update for libdb (RLSA-2021:1675)
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