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CVE CVE-2019-2842
State PUBLIC
Assigner secalert_us@oracle.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-07-23 23:15:00 UTC
Updated 2022-10-06 18:47:00 UTC
Description Vulnerability in the Java SE component of Oracle Java SE (subcomponent: JCE). The supported version that is affected is .
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Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 16.04 All All All
Application Hp Xp7 Command View All All All All
Application Mcafee Epolicy Orchestrator 5.10.0 - All All
Application Mcafee Epolicy Orchestrator 5.10.0 update_1 All All
Application Mcafee Epolicy Orchestrator 5.10.0 update_2 All All
Application Mcafee Epolicy Orchestrator 5.10.0 update_3 All All
Application Mcafee Epolicy Orchestrator 5.10.0 update_4 All All
Application Mcafee Epolicy Orchestrator 5.9.0 All All All
Application Mcafee Epolicy Orchestrator 5.9.1 All All All
Operating System Opensuse Leap 15.0 All All All
Operating System Opensuse Leap 15.1 All All All
Application Oracle Jak 1.8.0 update212 All All
Application Oracle Jdk 1.8.0 update212 All All
Application Oracle Jre 1.8.0 update212 All All
Application Oracle Jre 1.8.0 update_212 All All
Application Oracle Jre 1.8.0 update_212 All All
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USN-4080-1: OpenJDK 8 vulnerabilities | Ubuntu security notices | Ubuntu

[security-announce] openSUSE-SU-2019:1912-1: important: Security update

Document Display | HPE Support Center

Oracle Critical Patch Update Advisory - July 2019

McAfee Security Bulletin - ePolicy Orchestrator update fixes Java vulnerabilities (CVE-2019-2745, CVE-2019-2762, CVE-2019-2766, CVE-20'
CVE Program record
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

375285 EulerOS Security Update for java-1.8.0-openjdk (EulerOS-SA-2021-1310)

375286 EulerOS Security Update for java-1.7.0-openjdk (EulerOS-SA-2021-1309)

375809 Azul Java Multiple Vulnerabilities Security Update July 2019

375978 Amazon Corretto Critical Patch Update (JUL2019)

377275 Alibaba Cloud Linux Security Update for java-1.7.0-openjdk (ALINUX2-SA-2019:0043)
377464 Alibaba Cloud Linux Security Update for java-1.8.0-openjdk (ALINUX2-SA-2019:0042)
378107 Virtuozzo Linux Security Update for java-1.8.0-openjdk-demo (VZLSA-2019:1811)
378142 Virtuozzo Linux Security Update for java-1.8.0-openjdk-debug (VZLSA-2019:1811)
378180 Virtuozzo Linux Security Update for java-1.7.0-openjdk-headless (VZLSA-2019:1839)
378181 Virtuozzo Linux Security Update for java-1.8.0-openjdk-javadoc-zip (VZLSA-2019:1815)
501210 Alpine Linux Security Update for openjdk7

501219 Alpine Linux Security Update for openjdk8

670271 EulerOS Security Update for java-1.8.0-openjdk (EulerOS-SA-2021-1806)

670272 EulerOS Security Update for java-1.7.0-openjdk (EulerOS-SA-2021-1805)

670542 EulerOS Security Update for java-1.8.0-openjdk (EulerOS-SA-2021-2300)
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report


https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2019-2842
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


