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Summary

CVE CVE-2019-3405

State PUBLIC

Assigner security@360.cn

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-01-11 16:15:00 UTC

Updated 2021-07-21 11:39:00 UTC

Description In the 3.1.3.64296 and lower version of 360F5, the third party can trigger the device to send a deauth frame by constructing and sending a specific illegal 802.11 Null Data Frame, which will cause other wireless terminals connected to disconnect from the wireless, so as to attack the router wireless by DoS. At present, the vulnerability has been effectively handled, and users can fix the vulnerability after updating the firmware version.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware 360 360f5 - All All All

Hardware 360 360f5 - All All All

Operating System 360 360f5 Firmware All All All All

References

Reference Source Link Tags

360安全应急响应中心-致谢：感谢李立东对360安全应急响应中心的帮助与支持 MISC security.360.cn Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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