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CVE CVE-2019-3460
State PUBLIC
Assigner security@debian.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2019-04-11 16:29:00 UTC
Updated 2023-11-07 03:09:00 UTC

Description A heap data infoleak in multiple locations including L2ZCAP_PARSE_CONF_RSP was found in the Linux kernel before 5.1-r
i

/

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update  Edition Language
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 16.04 All All All
Operating System Canonical Ubuntu Linux 18.04 All All All
Operating System Canonical Ubuntu Linux 18.10 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 16.04 All All All
Operating System Canonical Ubuntu Linux 18.04 All All All
Operating System Canonical Ubuntu Linux 18.10 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Linux Linux Kernel All All All All
Application Redhat Codeready Linux Builder 8.0 All All All
Operating System Redhat Enterprise Linux 8.0 All All All
Operating System Redhat Enterprise Linux Desktop 7.0 All All All
Operating System Redhat Enterprise Linux Eus 8.1 All All All
Operating System Redhat Enterprise Linux Eus 8.2 All All All
Operating System Redhat Enterprise Linux Eus 8.4 All All All
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Operating System Redhat Enterprise Linux For Real Time 7 All All All
Operating System Redhat Enterprise Linux For Real Time 8 All All All
Operating System Redhat Enterprise Linux For Real Time For Nfv 7 All All All
Operating System Redhat Enterprise Linux For Real Time For Nfv 8 All All All
Operating System Redhat Enterprise Linux For Real Time For Nfv Tus 8.2 All All All
Operating System Redhat Enterprise Linux For Real Time For Nfv Tus 8.4 All All All
Operating System Redhat Enterprise Linux For Real Time Tus 8.2 All All All
Operating System Redhat Enterprise Linux For Real Time Tus 8.4 All All All
Operating System Redhat Enterprise Linux Server 7.0 All All All
Operating System Redhat Enterprise Linux Server Aus 8.2 All All All
Operating System Redhat Enterprise Linux Server Aus 8.4 All All All
Operating System Redhat Enterprise Linux Server Tus 8.2 All All All
Operating System Redhat Enterprise Linux Server Tus 8.4 All All All
Operating System Redhat Enterprise Linux Workstation 7.0 All All All
Application Redhat Virtualization Host 4.0 All All All
Reference Source
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[SECURITY] [DLA 1771-1] linux-4.9 security update MLIST
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[PATCH 2/2] Bluetooth: check the buffer size for some messages before parsing - Greg Kroah-Hartman MLIST
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CVE-2019-3460 In Ubuntu CONFIRM

[PATCH 2/2] Bluetooth: check the buffer size for some messages before parsing - Greg Kroah-Hartman

CVE Program record CVE.ORG
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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