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Summary

CVE CVE-2019-3465

State PUBLIC

Assigner security@debian.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-11-07 20:15:00 UTC

Updated 2023-11-07 03:09:00 UTC

Description Rob Richards XmlSecLibs, all versions prior to v3.0.3, as used for example by SimpleSAMLphp, performed incorrect validation of cryptographic signatures in XML messages, allowing an authenticated attacker to impersonate others or elevate privileges by creating a crafted XML message.

Risk And Classification

Problem Types: CWE-347

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Application Simplesamlphp Simplesamlphp All All All All

Application Xmlseclibs Project Xmlseclibs All All All All

Application Xmlseclibs Project Xmlseclibs All All All All

Application Xmlseclibs Project Xmlseclibs All All All All
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[SECURITY] Fedora 29 Update: php-robrichards-xmlseclibs-2.1.1-1.fc29 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

Debian -- Security Information -- DSA-4560-1 simplesamlphp DEBIAN www.debian.org

[SECURITY] Fedora 31 Update: php-robrichards-xmlseclibs1-1.4.3-1.fc31 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org
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[R1] Tenable.sc 5.13.0 Fixes Multiple Third-Party Vulnerabilities - Security Advisory | Tenable® CONFIRM www.tenable.com
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SimpleSAMLphp MISC simplesamlphp.org
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Release 3.0.4. Security release for CVE-2019-3465 · robrichards/xmlseclibs@0a53d3c · GitHub MISC github.com

[SECURITY] Fedora 31 Update: php-robrichards-xmlseclibs-2.1.1-1.fc31 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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730015 SimpleSAMLphp Signature validation bypass Vulnerability(201911-01)
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