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Summary

CVE CVE-2019-3467

State PUBLIC

Assigner security@debian.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-12-23 19:15:00 UTC

Updated 2022-12-22 20:20:00 UTC

Description Debian-edu-config all versions < 2.11.10, a set of configuration files used for Debian Edu, and debian-lan-config < 0.26, configured too permissive ACLs for the Kerberos admin server, which allowed password changes for other Kerberos user principals.

Risk And Classification

Problem Types: CWE-732

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 18.04 All All All

Application Debian Debian-lan-config All All All All

Application Debian Debian-lan-config All All All All

Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Application Skolelinux Debian-edu-config All All All All

Application Skolelinux Debian-edu-config All All All All
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Bugtraq: [SECURITY] [DSA 4589-1] debian-edu-config security update BUGTRAQ seclists.org
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Bugtraq: [SECURITY] [DSA 4595-1] debian-lan-config security update BUGTRAQ seclists.org
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CVE-2019-3467 CONFIRM security-tracker.debian.org

USN-4530-1: Debian-LAN vulnerabilities | Ubuntu security notices | Ubuntu UBUNTU usn.ubuntu.com

#947459 - debian-lan-config: too permissive ACLs for the Kerberos admin server in kadm5.acl - Debian Bug report logs CONFIRM bugs.debian.org

[SECURITY] [DLA 2063-1] debian-lan-config security update MLIST lists.debian.org

Debian -- Security Information -- DSA-4595-1 debian-lan-config DEBIAN www.debian.org

[SECURITY] [DLA 2041-1] debian-edu-config security update MLIST lists.debian.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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