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In Django 1.11.x before 1.11.18, 2.0.x before 2.0.10, and 2.1.x before 2.1.5, an Improper Neutralization of Special Element:

| 1|

Risk And Classification

Problem Types: CWE-74

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Application
Application
Operating System

Operating System

Vendor Product Version Update Edition Language
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 18.04 All All All
Canonical Ubuntu Linux 18.10 All All All
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 18.04 All All All
Canonical Ubuntu Linux 18.10 All All All
Debian Debian Linux 8.0 All All All
Debian Debian Linux 9.0 All All All
Debian Debian Linux 8.0 All All All
Debian Debian Linux 9.0 All All All
Djangoproject Django All All All All
Djangoproject Django All All All All
Fedoraproject Fedora 28 All All All
Fedoraproject Fedora 28 All All All
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References

Reference Source Link

Archive of security issues | Django documentation | Django MISC docs.djangopr
Django security releases issued: 2.1.5, 2.0.10, and 1.11.18 | Weblog | Django MISC www.djangopr
Google Groups MISC groups.google
Google Groups groups.google
Django CVE-2019-3498 Content Spoofing Vulnerability BID www.securityfi
USN-3851-1: Django vulnerability | Ubuntu security notices UBUNTU  usn.ubuntu.co
[SECURITY] Fedora 28 Update: python2-django1.11-1.11.20-1.fc28 - package-announce - Fedora Mailing-Lists lists.fedorapro
Debian -- Security Information -- DSA-4363-1 python-django DEBIAN www.debian.o
[SECURITY] [DLA 1629-1] python-django security update MLIST lists.debian.or
[SECURITY] Fedora 28 Update: python2-django1.11-1.11.20-1.fc28 - package-announce - Fedora Mailing-Lists FEDORA lists.fedorapro
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

296088 Oracle Solaris 11.4 Support Repository Update (SRU) 9.1.5 Missing (CPUAPR2019)
500776 Alpine Linux Security Update for py3-django

981993 Python (pip) Security Update for django (GHSA-337x-4q8g-prc5)
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