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Certain versions of Aria2 from Aria2 Project contain the following
vulnerability:

aria2c in aria2 1.33.1, when --log is used, can store an HTTP Basic
Authentication username and password in a file, which might allow
local users to obtain sensitive information by reading this file.

CVSS3 Score: 7.8 - HIGH
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CVE References

Description Tags Link

Metadata and potential password leaks via --log= · Issue
#1329 · aria2/aria2 · GitHub

Patch

Third Party Advisory

github.com
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 MISC github.com/aria2/aria2/issues/1329

CVE-2019-3500 has been assigned by  cve@mitre.org to track the vulnerability - currently rated as HIGH  severity.
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[SECURITY] Fedora 28 Update: aria2-1.34.0-4.fc28 -
package-announce - Fedora Mailing-Lists
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 FEDORA FEDORA-2019-fa61af95b3

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

178980 Debian Security Update for aria2 (DLA 2873-1)

750954 OpenSUSE Security Update for aria2 (openSUSE-SU-2021:1125-1)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Aria2 Project Aria2 1.33.1 All All All

Application Aria2 Project Aria2 1.33.1 All All All

Operating
System

Canonical Ubuntu Linux 18.10 All All All

Operating
System

Canonical Ubuntu Linux 19.04 All All All

Operating
System

Debian Debian Linux 8.0 All All All

Operating
System

Debian Debian Linux 9.0 All All All

Operating
System

Debian Debian Linux 8.0 All All All

Operating
System

Fedoraproject Fedora 28 All All All
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System

Operating
System

Fedoraproject Fedora 29 All All All

Operating
System

Fedoraproject Fedora 30 All All All

Operating
System

Fedoraproject Fedora 28 All All All

Operating
System

Fedoraproject Fedora 29 All All All

Operating
System

Fedoraproject Fedora 30 All All All
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