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CVE CVE-2019-3687
State PUBLIC
Assigner security@suse.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-01-24 09:15:00 UTC
Updated 2020-03-05 01:15:00 UTC
Description The permission package in SUSE Linux Enterprise Server allowed all local users to run dumpcap in the "easy" permission |

/ ]

1|

Risk And Classification

Problem Types: CWE-276

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Suse Linux Enterprise Server - All All All

Operating System Suse Linux Enterprise Server - All All All

Reference Source
[security-announce] openSUSE-SU-2020:0302-1: moderate: Security update f SUSE

Bug 1148788 — VUL-0: CVE-2019-3687: permissions: easy profile allows everyone execute dumpcap and read all network traffic ~ CONFIRNV
CVE Program record CVE.ORG

NVD vulnerability detail NVD
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Vendor Comments And Credit

Discovery Credit

LEGACY: Malte Kraus of SUSE

Legacy QID Mappings

751472 OpenSUSE Security Update for permissions (openSUSE-SU-2021:1520-1)
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