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Summary

CVE CVE-2019-3717

State PUBLIC

Assigner secure@dell.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-08-05 17:15:00 UTC

Updated 2023-02-10 02:26:00 UTC

Description Select Dell Client Commercial and Consumer platforms contain an Improper Access Vulnerability. An unauthenticated attacker with physical access to the system could potentially bypass intended Secure Boot restrictions to run unsigned and untrusted code on expansion cards installed in the system during platform boot. Refer to https://www.dell.com/support/article/us/en/04/sln317683/dsa-2019-043-dell-client-improper-access-control-vulnerability?lang=en for versions affected by this vulnerability.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Dell Chengming 3967 - All All All

Hardware Dell Chengming 3967 - All All All

Operating System Dell Chengming 3967 Firmware All All All All

Operating System Dell Chengming 3967 Firmware All All All All

Hardware Dell Chengming 3977 - All All All

Hardware Dell Chengming 3977 - All All All

Operating System Dell Chengming 3977 Firmware All All All All

Operating System Dell Chengming 3977 Firmware All All All All

Hardware Dell Chengming 3980 - All All All

Hardware Dell Chengming 3980 - All All All

Operating System Dell Chengming 3980 Firmware All All All All

Operating System Dell Chengming 3980 Firmware All All All All

Hardware Dell Embedded Box Pc 5000 - All All All

Hardware Dell Embedded Box Pc 5000 - All All All

Operating System Dell Embedded Box Pc 5000 Firmware All All All All

Operating System Dell Embedded Box Pc 5000 Firmware All All All All

Hardware Dell G3 3579 - All All All
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Hardware Dell G3 3579 - All All All

Hardware Dell G3 3579 - All All All

Operating System Dell G3 3579 Firmware All All All All

Operating System Dell G3 3579 Firmware All All All All

Hardware Dell G3 3779 - All All All

Hardware Dell G3 3779 - All All All

Operating System Dell G3 3779 Firmware All All All All

Operating System Dell G3 3779 Firmware All All All All

Hardware Dell G5 5587 - All All All

Hardware Dell G5 5587 - All All All

Operating System Dell G5 5587 Firmware All All All All

Operating System Dell G5 5587 Firmware All All All All

Hardware Dell G5 5590 - All All All

Hardware Dell G5 5590 - All All All

Operating System Dell G5 5590 Firmware All All All All

Operating System Dell G5 5590 Firmware All All All All

Hardware Dell G7 7588 - All All All

Hardware Dell G7 7588 - All All All

Operating System Dell G7 7588 Firmware All All All All

Operating System Dell G7 7588 Firmware All All All All

Hardware Dell G7 7590 - All All All

Hardware Dell G7 7590 - All All All

Operating System Dell G7 7590 Firmware All All All All

Operating System Dell G7 7590 Firmware All All All All

Hardware Dell G7 7790 - All All All

Hardware Dell G7 7790 - All All All

Operating System Dell G7 7790 Firmware All All All All

Operating System Dell G7 7790 Firmware All All All All

Hardware Dell Inspiron 3153 - All All All

Hardware Dell Inspiron 3153 - All All All

Operating System Dell Inspiron 3153 Firmware All All All All

Operating System Dell Inspiron 3153 Firmware All All All All

Hardware Dell Inspiron 3158 - All All All

Hardware Dell Inspiron 3158 - All All All

Operating System Dell Inspiron 3158 Firmware All All All All

Operating System Dell Inspiron 3158 Firmware All All All All

http://cve.report/vendor/dell
http://cve.report/software/dell/g3_3579
http://cve.report/vendor/dell
http://cve.report/software/dell/g3_3579_firmware
http://cve.report/vendor/dell
http://cve.report/software/dell/g3_3579_firmware
http://cve.report/vendor/dell
http://cve.report/software/dell/g3_3779
http://cve.report/vendor/dell
http://cve.report/software/dell/g3_3779
http://cve.report/vendor/dell
http://cve.report/software/dell/g3_3779_firmware
http://cve.report/vendor/dell
http://cve.report/software/dell/g3_3779_firmware
http://cve.report/vendor/dell
http://cve.report/software/dell/g5_5587
http://cve.report/vendor/dell
http://cve.report/software/dell/g5_5587
http://cve.report/vendor/dell
http://cve.report/software/dell/g5_5587_firmware
http://cve.report/vendor/dell
http://cve.report/software/dell/g5_5587_firmware
http://cve.report/vendor/dell
http://cve.report/software/dell/g5_5590
http://cve.report/vendor/dell
http://cve.report/software/dell/g5_5590
http://cve.report/vendor/dell
http://cve.report/software/dell/g5_5590_firmware
http://cve.report/vendor/dell
http://cve.report/software/dell/g5_5590_firmware
http://cve.report/vendor/dell
http://cve.report/software/dell/g7_7588
http://cve.report/vendor/dell
http://cve.report/software/dell/g7_7588
http://cve.report/vendor/dell
http://cve.report/software/dell/g7_7588_firmware
http://cve.report/vendor/dell
http://cve.report/software/dell/g7_7588_firmware
http://cve.report/vendor/dell
http://cve.report/software/dell/g7_7590
http://cve.report/vendor/dell
http://cve.report/software/dell/g7_7590
http://cve.report/vendor/dell
http://cve.report/software/dell/g7_7590_firmware
http://cve.report/vendor/dell
http://cve.report/software/dell/g7_7590_firmware
http://cve.report/vendor/dell
http://cve.report/software/dell/g7_7790
http://cve.report/vendor/dell
http://cve.report/software/dell/g7_7790
http://cve.report/vendor/dell
http://cve.report/software/dell/g7_7790_firmware
http://cve.report/vendor/dell
http://cve.report/software/dell/g7_7790_firmware
http://cve.report/vendor/dell
http://cve.report/software/dell/inspiron_3153
http://cve.report/vendor/dell
http://cve.report/software/dell/inspiron_3153
http://cve.report/vendor/dell
http://cve.report/software/dell/inspiron_3153_firmware
http://cve.report/vendor/dell
http://cve.report/software/dell/inspiron_3153_firmware
http://cve.report/vendor/dell
http://cve.report/software/dell/inspiron_3158
http://cve.report/vendor/dell
http://cve.report/software/dell/inspiron_3158
http://cve.report/vendor/dell
http://cve.report/software/dell/inspiron_3158_firmware
http://cve.report/vendor/dell
http://cve.report/software/dell/inspiron_3158_firmware


Hardware Dell Inspiron 3268 - All All All

Hardware Dell Inspiron 3268 - All All All

Operating System Dell Inspiron 3268 Firmware All All All All

Operating System Dell Inspiron 3268 Firmware All All All All

Hardware Dell Inspiron 3458 - All All All

Hardware Dell Inspiron 3458 - All All All
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Hardware Dell Inspiron 3468 - All All All

Hardware Dell Inspiron 3468 - All All All

Operating System Dell Inspiron 3468 Firmware All All All All

Operating System Dell Inspiron 3468 Firmware All All All All

Hardware Dell Inspiron 3470 - All All All
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Operating System Dell Inspiron 3470 Firmware All All All All

Operating System Dell Inspiron 3470 Firmware All All All All
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Hardware Dell Inspiron 3480 - All All All

Hardware Dell Inspiron 3480 - All All All

Operating System Dell Inspiron 3480 Firmware All All All All

Operating System Dell Inspiron 3480 Firmware All All All All
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Hardware Dell Inspiron 3558 - All All All

Hardware Dell Inspiron 3558 - All All All
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