=

CVE-2019-380

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2019-3804
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-03-26 18:29:00 UTC
Updated 2022-11-07 19:03:00 UTC
Description It was found that cockpit before version 184 used glib's base64 decode functionality incorrectly resulting in a denial of servic

/ |

1|

Risk And Classification

Problem Types: CWE-909

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Cockpit-project Cockpit All All All All

Application Cockpit-project Cockpit All All All All

Operating System Fedoraproject Fedora - All All All

Operating System Fedoraproject Fedora - All All All

Application Redhat Virtualization 4.0 All All All

Reference Source Link

ws: Fix bug parsing invalid base64 headers by stefwalter - Pull Request #10819 - cockpit-project/cockpit - GitHub ~ CONFIRM  github.com
1663567 — (CVE-2019-3804) CVE-2019-3804 cockpit: Crash when parsing invalid base64 headers CONFIRM  bugzilla.redh
Red Hat Customer Portal REDHAT  access.redh:
Red Hat Customer Portal REDHAT  access.redh:
ws: Fix bug parsing invalid base64 headers - cockpit-project/cockpit@c51f617 - GitHub CONFIRM  github.com
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
4 H

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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