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essauvaceanursceuian Gertain versions of Moodle from Moodle contain the foIIowing
: vulnerability:

A flaw was found in moodle versions 3.6 to 3.6.1, 3.5t0 3.5.3, 3.4 to
3.4.6, 3.1 to 3.1.15 and earlier unsupported versions. The /userpix/
page did not escape users' full names, which are included as text when
hovering over profile images. Note this page is not linked to by default
and its access is restricted.

CVE-2019-3810 has been assigned by & secalert@redhat.com to track the vulnerability - currently rated as severity.
Affected Vendor/Software: 4& [UNKNOWN] - moodle version 3.6.2
Affected Vendor/Software: 4& [UNKNOWN] - moodle version 3.5.4
Affected Vendor/Software: 4 [UNKNOWN] - moodle version 3.4.7

Affected Vendor/Software: 4 [UNKNOWN] - moodle version 3.1.16

CVSSS3 Score: _

Attack Attack Privileges User

Vector Complexity Required Interaction
NETWORK Low [ NONE |

Scope Confidentiality Integrity Availability

Impact Impact Impact

NN |
CVSS2 Score: [#SEMEDIUM)

Access Access Authentication

Vector Complexity

[ NONE |

Confidentiality Integrity Availability

Impact Impact Impact

[ NONE | [ NONE |
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CVE References

Description Tags Link

Official Moodle git projects - moodle.git/search s CONFIRM git.moodle.org/gw?
Vendor Advisory p=moodle.git&a=search&h=HEAD&st=commit&s=MDL-
git.moodle.org 64372

text/xml

Moodle.org: MSA-19-0003: User full name is not @ CONFIRM moodle.org/mod/forum/discuss.php?

escaped in the un-linked userpix page Vendor Advisory d=381230#p1536767
moodle.org
text/html
1668073 — (CVE-2019-3810) CVE-2019-3810 moodle: Issue Tracking 23 CONFIRM bugzilla.redhat.com/show_bug.cgi?
User full name is not escaped in the un-linked userpix id=CVE-2019-3810
page (MSA-19-0003) bugzilla.redhat.com
text/html
Moodle 3.6.1 Cross Site Scripting = Packet Storm packetstormsecurity.com [P SLYIN(®

text/html packetstormsecurity.com/files/162399/Moodle-3.6.1-
Cross-Site-Scripting.html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Exploit/POC from Github

Moodle (< 3.6.2, < 3.5.4, < 3.4.7, < 3.1.16) XSS PoC for Privilege Escalation (Student to
Admin)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Moodle Moodle All All All All
Application Moodle Moodle All All All All
Application Moodle Moodle All All All All
Application Moodle Moodle All All All All
Application Moodle Moodle All All All All
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No vendor comments have been submitted for this CVE
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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