CVE-2019-3813

MITRE NVD CVE.ORG Print: PDF %5

CVE CVE-2019-3813
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-02-04 18:29:00 UTC
Updated 2022-04-26 20:24:00 UTC
Description Spice, versions 0.5.2 through 0.14.1, are vulnerable to an out-of-bounds read due to an off-by-one error in memslot_get_vir

/ |
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Risk And Classification

Problem Types: CWE-193

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 16.04 All All All
Operating System Canonical Ubuntu Linux 18.04 All All All
Operating System Canonical Ubuntu Linux 18.10 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 16.04 All All All
Operating System Canonical Ubuntu Linux 18.04 All All All
Operating System Canonical Ubuntu Linux 18.10 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Operating System Redhat Enterprise Linux Desktop 6.0 All All All
Operating System Redhat Enterprise Linux Desktop 7.0 All All All
Operating System Redhat Enterprise Linux Desktop 6.0 All All All
Operating System Redhat Enterprise Linux Desktop 7.0 All All All
Operating System Redhat Enterprise Linux Server 6.0 All All All
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USN-3870-1: Spice vulnerability | Ubuntu security notices | Ubuntu

Red Hat Customer Portal
1665371 — (CVE-2019-3813) CVE-2019-3813 spice: Off-by-one error in array access in spice/server/memslot.c

Red Hat Customer Portal

[SECURITY] [DLA 1649-1] spice security update

spice: Arbitrary code execution (GLSA 202007-30) — Gentoo security

Debian -- Security Information -- DSA-4375-1 spice

Malformed Request
Red Hat Customer Portal
CVE Program record

NVD vulnerability detail

gl

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

376888 Alibaba Cloud Linux Security Update for spice (ALINUX3-SA-2022:0090)

377043 Alibaba Cloud Linux Security Update for spice (ALINUX2-SA-2019:0005)

378218 Virtuozzo Linux Security Update for spice-server-devel (VZLSA-2019:0232)

Source Link
UBUNTU  usn.ubuntu.col
REDHAT  access.redhat.
CONFIRM  bugzilla.redhat
REDHAT  access.redhat.
MLIST lists.debian.or¢
GENTOO  security.gentoc
DEBIAN www.debian.ol
BID www.securityfc

REDHAT  access.redhat.

CVE.ORG www.cve.org

NVD nvd.nist.gov
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500649 Alpine Linux Security Update for spice

504416 Alpine Linux Security Update for spice
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