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It was discovered that Dovecot before versions 2.2.36.1 and 2.3.4.1 incorrectly handled client certificates. A remote attacke
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Dovecot: Multiple vulnerabilities (GLSA 201904-19) — Gentoo security

[SECURITY] Fedora 30 Update: dovecot-2.3.6-3.fc30 - package-announce - Fedora Mailing-Lists
Red Hat Customer Portal

1673415 — (CVE-2019-3814) CVE-2019-3814 dovecot: Improper certificate validation
[security-announce] openSUSE-SU-2019:1220-1: important: Security update

CVE-2019-3814: Suitable client certificate can be used to login as other user

[SECURITY] Fedora 30 Update: dovecot-2.3.6-3.fc30 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 29 Update: dovecot-2.3.6-3.fc29 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 29 Update: dovecot-2.3.6-3.fc29 - package-announce - Fedora Mailing-Lists
CVE Program record

NVD vulnerability detail

/

GENTOO

FEDORA

REDHAT

CONFIRM

SUSE

MISC

FEDORA

CVE.ORG

NVD

security.gentoo.org
lists.fedoraproject.org
access.redhat.com
bugzilla.redhat.com
lists.opensuse.org
www.dovecot.org
lists.fedoraproject.org
lists.fedoraproject.org
lists.fedoraproject.org
www.cve.org

nvd.nist.gov

Issui

Maili

Expl

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

377163 Alibaba Cloud Linux Security Update for dovecot (ALINUX3-SA-2022:0115)

377452 Alibaba Cloud Linux Security Update for dovecot (ALINUX2-SA-2020:0076)

500162 Alpine Linux Security Update for dovecot

503895 Alpine Linux Security Update for dovecot

710166 Gentoo Linux Dovecot Multiple vulnerabilities (GLSA 201904-19)
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