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CVE CVE-2019-3826
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-03-26 18:29:00 UTC
Updated 2023-11-07 03:10:00 UTC
Description A stored, DOM based, cross-site scripting (XSS) flaw was found in Prometheus before version 2.7.1. An attacker could exp

/ |

1|

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Prometheus Prometheus All All All All

Application Prometheus Prometheus All All All All

Application Redhat Openshift Container Platform 3.11 All All All

Application Redhat Openshift Container Platform 3.11 All All All

Reference St
CVE-2019-3826: Remove custom highlight code, it's not needed. by gouthamve - Pull Request #5163 - prometheus/prometheus - GitHub  Ci
Pony Mail! M
Pony Mail!

1672865 — (CVE-2019-3826) CVE-2019-3826 prometheus: Stored DOM cross-site scripting (XSS) attack via crafted URL Ct
Pony Mail!

Pony Mail!

Pony Mail! M
*:cut 2.7.1 (#5164) - prometheus/prometheus@62e591f - GitHub Ct
Red Hat Customer Portal RI
advisory.checkmarx.net/advisory/CX-2019-4297 M



https://cve.report/
https://cve.report/CVE-2019-3826/mitre
https://cve.report/CVE-2019-3826/nist
https://cve.report/CVE-2019-3826/cve_org
https://cve.report/CVE-2019-3826.pdf
http://cve.report/vendor/prometheus
http://cve.report/software/prometheus/prometheus
http://cve.report/vendor/prometheus
http://cve.report/software/prometheus/prometheus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openshift_container_platform
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openshift_container_platform
https://github.com/prometheus/prometheus/pull/5163
https://lists.apache.org/thread.html/r8e3f7da12bf5750b0a02e69a78a61073a2ac950eed7451ce70a65177@%253Ccommits.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/r8e3f7da12bf5750b0a02e69a78a61073a2ac950eed7451ce70a65177%2540%253Ccommits.zookeeper.apache.org%253E
https://bugzilla.redhat.com/show_bug.cgi?id=CVE-2019-3826
https://lists.apache.org/thread.html/rdf2a0d94c3b5b523aeff7741ae71347415276062811b687f30ea6573%2540%253Ccommits.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/r48d5019bd42e0770f7e5351e420a63a41ff1f16924942442c6aff6a8%2540%253Ccommits.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/rdf2a0d94c3b5b523aeff7741ae71347415276062811b687f30ea6573@%253Ccommits.zookeeper.apache.org%253E
https://github.com/prometheus/prometheus/commit/62e591f9
https://access.redhat.com/errata/RHBA-2019:0327
https://advisory.checkmarx.net/advisory/CX-2019-4297

Pony Mail! M
CVE Program record c

NVD vulnerability detail N'

4] |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

996278 GO (Go) Security Update for github.com/prometheus/prometheus (GHSA-3m87-5598-2v4f)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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