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CVE CVE-2019-3828
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-03-27 13:29:00 UTC
Updated 2023-06-12 07:15:00 UTC
Description Ansible fetch module before versions 2.5.15, 2.6.14, 2.7.8 has a path traversal vulnerability which allows copying and overv
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Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Redhat Ansible All All All All
Application Redhat Ansible All All All All
Reference

Ansible Fetch Path Traversal ~ Packet Storm

[security-announce] openSUSE-SU-2019:1858-1: moderate: Security update f

[security-announce] openSUSE-SU-2019:1635-1: moderate: Security update f

Red Hat Customer Portal

Disallow use of remote home directories containing .. in their path (CVE-2019-3828) by sivel - Pull Request #52133 - ansible/ansible - GitHub
USN-4072-1: Ansible vulnerabilities | Ubuntu security notices

[security-announce] openSUSE-SU-2019:1125-1: moderate: Security update f

1676689 — (CVE-2019-3828) CVE-2019-3828 Ansible: path traversal in the fetch module

Red Hat Customer Portal

CVE Program record

NVD vulnerability detail
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https://cve.report/
https://cve.report/CVE-2019-3828/mitre
https://cve.report/CVE-2019-3828/nist
https://cve.report/CVE-2019-3828/cve_org
https://cve.report/CVE-2019-3828.pdf
http://cve.report/vendor/redhat
http://cve.report/software/redhat/ansible
http://cve.report/vendor/redhat
http://cve.report/software/redhat/ansible
http://packetstormsecurity.com/files/172837/Ansible-Fetch-Path-Traversal.html
http://lists.opensuse.org/opensuse-security-announce/2019-08/msg00020.html
http://lists.opensuse.org/opensuse-security-announce/2019-06/msg00077.html
https://access.redhat.com/errata/RHSA-2019:3789
https://github.com/ansible/ansible/pull/52133
https://usn.ubuntu.com/4072-1/
http://lists.opensuse.org/opensuse-security-announce/2019-04/msg00021.html
https://bugzilla.redhat.com/show_bug.cgi?id=CVE-2019-3828
https://access.redhat.com/errata/RHSA-2019:3744
https://www.cve.org/CVERecord?id=CVE-2019-3828
https://nvd.nist.gov/vuln/detail/CVE-2019-3828

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

500010 Alpine Linux Security Update for ansible
501350 Alpine Linux Security Update for ansible-base

981243 Python (pip) Security Update for ansible (GHSA-74vqg-h4q8-x6jv)
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