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Openwsman, versions up to and including 2.6.9, are vulnerable to infinite loop in process_connection() when parsing speci:
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Risk And Classification

Problem Types: CWE-835

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Application

Vendor Product Version Update Edition Language
Fedoraproject Fedora 28 All All All
Fedoraproject Fedora 29 All All All
Fedoraproject Fedora 30 All All All
Fedoraproject Fedora 28 All All All
Fedoraproject Fedora 29 All All All
Fedoraproject Fedora 30 All All All
Opensuse Leap 15.0 All All All
Opensuse Leap 42.3 All All All
Opensuse Leap 15.0 All All All
Opensuse Leap 42.3 All All All
Openwsman Project Openwsman All All All All

References

Reference Source
[SECURITY] Fedora 30 Update: openwsman-2.6.8-5.fc30 - package-announce - Fedora Mailing-Lists FEDOR.
[SECURITY] Fedora 28 Update: openwsman-2.6.5-4.fc28 - package-announce - Fedora Mailing-Lists MISC

Red Hat Customer Portal - Access to 24x7 support and knowledge MISC
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[SECURITY] Fedora 29 Update: openwsman-2.6.5-9.fc29 - package-announce - Fedora Mailing-Lists FEDOR.
[SECURITY] Fedora 30 Update: openwsman-2.6.8-5.fc30 - package-announce - Fedora Mailing-Lists MISC
1674478 — (CVE-2019-3833) CVE-2019-3833 openwsman: Infinite loop in process_connection() allows denial of service CONFIF
[SECURITY] Fedora 29 Update: openwsman-2.6.5-9.fc29 - package-announce - Fedora Mailing-Lists MISC
[security-announce] openSUSE-SU-2019:1111-1: important: Security update SUSE
Malformed Request BID
Red Hat Customer Portal - Access to 24x7 support and knowledge MISC
[security-announce] openSUSE-SU-2019:1217-1: important: Security update SUSE
1674478 — (CVE-2019-3833) CVE-2019-3833 openwsman: Infinite loop in process_connection() allows denial of service MISC
[SECURITY] Fedora 28 Update: openwsman-2.6.5-4.fc28 - package-announce - Fedora Mailing-Lists FEDOR.
Red Hat Customer Portal MISC
Bug 1122623 — VUL-0: CVE-2019-3816, CVE-2019-3833: openwsman: Information disclosure and denial of service in openwsman CONFIF
CVE Program record CVE.OF
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

377538 Alibaba Cloud Linux Security Update for openwsman (ALINUX2-SA-2020:0134)
377562 Alibaba Cloud Linux Security Update for openwsman (ALINUX3-SA-2022:0094)
671117 EulerOS Security Update for openwsman (EulerOS-SA-2019-2179)

908053 Common Base Linux Mariner (CBL-Mariner) Security Update for openwsman (37152-1)
940054 AlmaLinux Security Update for openwsman (ALSA-2020:4689)

960406 Rocky Linux Security Update for openwsman (RLSA-2020:4689)
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