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Summary

CVE CVE-2019-3868

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-04-24 16:29:00 UTC

Updated 2020-02-10 21:52:00 UTC

Description Keycloak up to version 6.0.0 allows the end user token (access or id token JWT) to be used as the session cookie for browser sessions for OIDC. As a result an attacker with access to service provider backend could hijack user’s browser session.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Redhat Keycloak All All All All

References

Reference Source Link Tags

Red Hat Customer Portal REDHAT access.redhat.com

1679144 – (CVE-2019-3868) CVE-2019-3868 keycloak: session hijack using the user access token CONFIRM bugzilla.redhat.com Issue Tracking, Vendor Advisory

Redhat KeyCloak CVE-2019-3868 Session Hijacking Vulnerability BID www.securityfocus.com Third Party Advisory

Red Hat Customer Portal REDHAT access.redhat.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

981801 Java (maven) Security Update for org.keycloak:keycloak-core (GHSA-gc52-xj6p-9pxp)
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