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Summary

CVE CVE-2019-3871

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-03-21 21:29:00 UTC

Updated 2023-11-07 03:10:00 UTC

Description A vulnerability was found in PowerDNS Authoritative Server before 4.0.7 and before 4.1.7. An insufficient validation of data coming from the user when building a HTTP request from a DNS query in the HTTP Connector of the Remote backend, allowing a remote user to cause a denial of service by making the server connect to an invalid endpoint, or possibly information disclosure by making the server connect to an internal endpoint and somehow extracting meaningful information about the response

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 28 All All All

Operating System Fedoraproject Fedora 29 All All All

Operating System Fedoraproject Fedora 28 All All All

Operating System Fedoraproject Fedora 29 All All All

Application Powerdns Authoritative Server All All All All

Application Powerdns Authoritative Server All All All All

References

Reference

Debian -- Security Information -- DSA-4424-1 pdns

[SECURITY] [DLA 1737-1] pdns security update

Bugtraq: [SECURITY] [DSA 4424-1] pdns security update

PowerDNS Security Advisory 2019-03: Insufficient validation in the HTTP remote backend — PowerDNS Authoritative Server documentation

oss-security - PowerDNS Security Advisory 2019-03

[SECURITY] Fedora 28 Update: pdns-4.1.7-1.fc28 - package-announce - Fedora Mailing-Lists

1689013 – (CVE-2019-3871) CVE-2019-3871 pdns: insufficient validation of data when building a HTTP request from a DNS query

[SECURITY] Fedora 28 Update: pdns-4.1.7-1.fc28 - package-announce - Fedora Mailing-Lists
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[SECURITY] Fedora 29 Update: pdns-4.1.7-1.fc29 - package-announce - Fedora Mailing-Lists

[security-announce] openSUSE-SU-2019:1128-1: important: Security update

PowerDNS Authoritative Server CVE-2019-3871 Denial of Service Vulnerability

[SECURITY] Fedora 29 Update: pdns-4.1.7-1.fc29 - package-announce - Fedora Mailing-Lists

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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