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Summary

CVE CVE-2019-3872

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-06-12 14:29:00 UTC

Updated 2019-10-09 23:49:00 UTC

Description It was found that a SAMLRequest containing a script could be processed by Picketlink versions shipped in Jboss Application Platform 7.2.x and 7.1.x. An attacker could use this to send a malicious script to achieve cross-site scripting and obtain unauthorized information or conduct further attacks.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Redhat Enterprise Linux 6.0 All All All

Operating System Redhat Enterprise Linux 7.0 All All All

Operating System Redhat Enterprise Linux 8.0 All All All

Operating System Redhat Enterprise Linux 6.0 All All All

Operating System Redhat Enterprise Linux 7.0 All All All

Operating System Redhat Enterprise Linux 8.0 All All All

Application Redhat Jboss Enterprise Application Platform 7.2.0 All All All

Application Redhat Jboss Enterprise Application Platform 7.2.0 All All All

Application Redhat Single Sign-on 7.0 All All All

Application Redhat Single Sign-on 7.0 All All All

References

Reference Source Link

1688966 – (CVE-2019-3872) CVE-2019-3872 picketlink: reflected XSS in SAMLRequest via RelayState parameter CONFIRM bugzilla.redhat.com

Malformed Request BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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