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Summary

CVE CVE-2019-3875

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-06-12 14:29:00 UTC

Updated 2019-10-09 23:49:00 UTC

Description A vulnerability was found in keycloak before 6.0.2. The X.509 authenticator supports the verification of client certificates through the CRL, where the CRL list can be obtained from the URL provided in the certificate itself (CDP) or through the separately configured path. The CRL are often available over the network through unsecured protocols ('http' or 'ldap') and hence the caller should verify the signature and possibly the certification path. Keycloak currently doesn't validate signatures on CRL, which can result in a possibility of various attacks like man-in-the-middle.

Risk And Classification

Problem Types: CWE-295

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Redhat Keycloak All All All All

Application Redhat Keycloak All All All All

Application Redhat Single Sign-on 7.3 All All All

Application Redhat Single Sign-on 7.3 All All All

References

Reference Source Link

1690628 – (CVE-2019-3875) CVE-2019-3875 keycloak: missing signatures validation on CRL used to verify client certificates CONFIRM bugzilla.redhat.com

keycloak CVE-2019-3875 Man in the Middle Security Bypass Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

981696 Java (maven) Security Update for org.keycloak:keycloak-core (GHSA-38cg-gg9j-q9j9)
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