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State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-04-17 14:29:00 UTC
Updated 2023-04-24 09:15:00 UTC
Description In 389-ds-base up to version 1.4.1.2, requests are handled by workers threads. Each sockets will be waited by the worker fi
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Risk And Classification

Problem Types: CWE-772

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Application Fedoraproject 389 Directory Server All All All All

Operating System Redhat Enterprise Linux 6.0 All All All

Operating System Redhat Enterprise Linux 6.0 All All All

Reference Source L
Red Hat Customer Portal REDHAT ¢
[SECURITY] [DLA 3399-1] 389-ds-base security update MLIST li
[SECURITY] [DLA 1779-1] 389-ds-base security update MLIST li
1693612 — (CVE-2019-3883) CVE-2019-3883 389-ds-base: DoS via hanging secured connections CONFIRM  t

PR#50331: Ticket 50309 - Possible Security Issue: DOS due to ioblocktimeout not applying to TLS - 389-ds-base - Pagure.io CONFIRM

kol

Issue #50329: Possible Security Issue: DOS due to ioblocktimeout not applying to TLS - 389-ds-base - Pagure.io CONFIRM ¢
Red Hat Customer Portal REDHAT ¢
CVE Program record CVE.ORG v

NVD vulnerability detail NVD

-
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https://bugzilla.redhat.com/show_bug.cgi?id=CVE-2019-3883
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4]

2 L

No vendor comments have been submitted for this CVE.

Legacy QID Mappings |

159651 Oracle Enterprise Linux Security Update for 389-ds:1.4 (ELSA-2019-3401)
181751 Debian Security Update for 389-ds-base (DLA 3399-1)

377513 Alibaba Cloud Linux Security Update for 389-ds-base (ALINUX2-SA-2019:0046)
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