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A race condition in perf_event_open() allows local attackers to leak sensitive data from setuid programs. As no relevant locl
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Reference Source
Red Hat Customer Portal MISC
[SECURITY] [DLA 1799-2] linux security update MLIST
Linux Kernel 'perf_event_open()' Function Local Information Disclosure Vulnerability BID

May 2019 Linux Kernel Vulnerabilities in NetApp Products | NetApp Product Security CONFIRN
[SECURITY] [DLA 1799-1] linux security update MLIST
Red Hat Customer Portal MISC

1701245 — (CVE-2019-3901) CVE-2019-3901 kernel: perf_event_open() and execve() race in setuid programs allows a data leak MISC

1701245 — (CVE-2019-3901) CVE-2019-3901 kernel: perf_event_open() and execve() race in setuid programs allows a data leak CONFIRM

Red Hat Customer Portal MISC
Red Hat Customer Portal - Access to 24x7 support and knowledge MISC
Red Hat Customer Portal MISC
CVE Program record CVE.ORC
NVD vulnerability detail NVD

RRAR: I S R

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

159420 Oracle Enterprise Linux Security Update for Unbreakable Enterprise kernel (ELSA-2021-9473)

390248 Oracle Managed Virtualization (VM) Server for x86 Security Update for kernel (OVMSA-2021-0035)
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