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Summary

CVE CVE-2019-3929

State PUBLIC

Assigner vulnreport@tenable.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-04-30 21:29:00 UTC

Updated 2020-10-16 18:09:00 UTC

Description The Crestron AM-100 firmware 1.6.0.2, Crestron AM-101 firmware 2.7.0.1, Barco wePresent WiPG-1000P firmware 2.3.0.10, Barco wePresent WiPG-1600W before firmware 2.4.1.19, Extron ShareLink 200/250 firmware 2.0.3.4, Teq AV IT WIPS710 firmware 1.1.0.7, SHARP PN-L703WA firmware 1.4.2.3, Optoma WPS-Pro firmware 1.0.0.5, Blackbox HD WPS firmware 1.0.0.5, InFocus LiteShow3 firmware 1.0.16, and InFocus LiteShow4 2.0.0.7 are vulnerable to command injection via the file_transfer.cgi HTTP endpoint. A remote, unauthenticated attacker can use this vulnerability to execute operating system commands as root.

Risk And Classification

EPSS: 0.942530000 probability, percentile 0.999310000 (date 2026-04-01)

CISA KEV: Listed on 2022-04-15; due 2022-05-06; ransomware use Unknown

Problem Types: CWE-78

CISA Known Exploited Vulnerability

Vendor Crestron

Product Multiple Products

Name Crestron Multiple Products Command Injection Vulnerability

Required Action Apply updates per vendor instructions.

Notes https://nvd.nist.gov/vuln/detail/CVE-2019-3929

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Barco Wepresent Wipg-1000p - All All All

Hardware Barco Wepresent Wipg-1000p - All All All

Operating System Barco Wepresent Wipg-1000p Firmware 2.3.0.10 All All All

Operating System Barco Wepresent Wipg-1000p Firmware 2.3.0.10 All All All

Hardware Barco Wepresent Wipg-1600w - All All All

Hardware Barco Wepresent Wipg-1600w - All All All

Operating System Barco Wepresent Wipg-1600w Firmware All All All All

Operating System Barco Wepresent Wipg-1600w Firmware All All All All
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Operating System Barco Wepresent Wipg-1600w Firmware All All All All

Hardware Blackbox Hd Wireless Presentation System - All All All

Hardware Blackbox Hd Wireless Presentation System - All All All

Operating System Blackbox Hd Wireless Presentation System Firmware 1.0.0.5 All All All

Operating System Blackbox Hd Wireless Presentation System Firmware 1.0.0.5 All All All

Hardware Crestron Am-100 - All All All

Hardware Crestron Am-100 - All All All

Operating System Crestron Am-100 Firmware 1.6.0.2 All All All

Operating System Crestron Am-100 Firmware 1.6.0.2 All All All

Hardware Crestron Am-101 - All All All

Hardware Crestron Am-101 - All All All

Operating System Crestron Am-101 Firmware 2.7.0.2 All All All

Operating System Crestron Am-101 Firmware 2.7.0.2 All All All

Hardware Extron Sharelink 200 - All All All

Hardware Extron Sharelink 200 - All All All

Operating System Extron Sharelink 200 Firmware 2.0.3.4 All All All

Operating System Extron Sharelink 200 Firmware 2.0.3.4 All All All

Hardware Extron Sharelink 250 - All All All

Hardware Extron Sharelink 250 - All All All

Operating System Extron Sharelink 250 Firmware 2.0.3.4 All All All

Operating System Extron Sharelink 250 Firmware 2.0.3.4 All All All

Hardware Infocus Liteshow3 - All All All

Hardware Infocus Liteshow3 - All All All

Operating System Infocus Liteshow3 Firmware 1.0.16 All All All

Operating System Infocus Liteshow3 Firmware 1.0.16 All All All

Hardware Infocus Liteshow4 - All All All

Hardware Infocus Liteshow4 - All All All

Operating System Infocus Liteshow4 Firmware 2.0.0.7 All All All

Operating System Infocus Liteshow4 Firmware 2.0.0.7 All All All

Hardware Optoma Wps-pro - All All All

Hardware Optoma Wps-pro - All All All

Operating System Optoma Wps-pro Firmware 1.0.0.5 All All All

Operating System Optoma Wps-pro Firmware 1.0.0.5 All All All

Hardware Sharp Pn-l703wa - All All All

Hardware Sharp Pn-l703wa - All All All

Operating System Sharp Pn-l703wa Firmware 1.4.2.3 All All All
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Operating System Sharp Pn-l703wa Firmware 1.4.2.3 All All All

Hardware Teqavit Wips710 - All All All

Hardware Teqavit Wips710 - All All All

Operating System Teqavit Wips710 Firmware 1.1.0.7 All All All

Operating System Teqavit Wips710 Firmware 1.1.0.7 All All All

References

Reference

Crestron AM/Barco wePresent WiPG/Extron ShareLink/Teq AV IT/SHARP PN-L703WA/Optoma WPS-Pro/Blackbox HD WPS/InFocus LiteShow - Remote Command Injection - Hardware webapps Exploit

OEM Presentation Platform Vulnerabilities - Research Advisory | Tenable®

Barco WePresent file_transfer.cgi Command Injection ≈ Packet Storm

Barco/AWIND OEM Presentation Platform Unauthenticated Remote Command Injection ≈ Packet Storm

CVE Program record

NVD vulnerability detail

CISA Known Exploited Vulnerabilities catalog

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report

http://cve.report/vendor/sharp
http://cve.report/software/sharp/pn-l703wa_firmware
http://cve.report/vendor/teqavit
http://cve.report/software/teqavit/wips710
http://cve.report/vendor/teqavit
http://cve.report/software/teqavit/wips710
http://cve.report/vendor/teqavit
http://cve.report/software/teqavit/wips710_firmware
http://cve.report/vendor/teqavit
http://cve.report/software/teqavit/wips710_firmware
https://www.exploit-db.com/exploits/46786/
https://www.tenable.com/security/research/tra-2019-20
http://packetstormsecurity.com/files/155948/Barco-WePresent-file_transfer.cgi-Command-Injection.html
http://packetstormsecurity.com/files/152715/Barco-AWIND-OEM-Presentation-Platform-Unauthenticated-Remote-Command-Injection.html
https://www.cve.org/CVERecord?id=CVE-2019-3929
https://nvd.nist.gov/vuln/detail/CVE-2019-3929
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2019-3929
	Summary
	Risk And Classification
	CISA Known Exploited Vulnerability
	NVD Known Affected Configurations (CPE 2.3)
	References


