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CVE-2019-3943

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

cssanamacLrruumsucsan Gertain versions of Routeros from Mikrotik contain the foIIowing
’ vulnerability:

MikroTik RouterOS versions Stable 6.43.12 and below, Long-term
6.42.12 and below, and Testing 6.44beta75 and below are vulnerable
to an authenticated, remote directory traversal via the HTTP or Winbox
interfaces. An authenticated, remote attack can use this vulnerability to
read and write files outside of the sandbox directory (/rw/disk).

CVE-2019-3943 has been assigned by () vulnreport@tenable.com to track the vulnerability - currently rated as (G} severity.
Affected Vendor/Software: (¢) MikroTik - RouterOS version Stable 6.43.12 and below
Affected Vendor/Software: ) MikroTik - RouterOS version Long-term 6.42.12 and below

Affected Vendor/Software: (¢) MikroTik - RouterOS version Testing 6.44beta75 and below

| CVSS3 Score: 8.1-HIGH

Attack Attack Privileges User
Vector Complexity Required Interaction
NETWORK LOW [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact

CVSS2 Score: 7.5-HIGH

Access Access Authentication
Vector Complexity

Low

Confidentiality Integrity Availability
Impact Impact Impact

[ NONE |



https://cve.report/
https://cve.report/CVE-2019-3943/mitre
https://cve.report/CVE-2019-3943/nist
https://cve.report/CVE-2019-3943/cve_org
https://cve.report/CVE-2019-3943.pdf
http://cve.report/software/mikrotik/routeros
http://cve.report/vendor/mikrotik
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/

VE References

Description Tags Link

MikroTik RouterOS Authenticated Directory Traversal - Research [ Exploit | © MISC

Advisory | Tenable® www.tenable.com/security/research/tra-
2019-16

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Mikrotik Routeros 6.41 rc31 All All
System

Operating Mikrotik Routeros 6.41 rc32 All All
System

Operating Mikrotik Routeros 6.41 rc34 All All
System

Operating Mikrotik Routeros 6.41 rc37 All All
System

Operating Mikrotik Routeros 6.41 rc38 All All
System

Operating Mikrotik Routeros 6.41 rc44 All All
System

Operating Mikrotik Routeros 6.41 rc47 All All
System

Operating Mikrotik Routeros 6.41 rc50 All All
System

Operating Mikrotik Routeros 6.41 rcb2 All All
System

Operating Mikrotik Routeros 6.41 rc56 All All
System

Operating Mikrotik Routeros 6.41 rcé1 All All
System

Operating Mikrotik Routeros 6.41 rc66 All All
System

Operating Mikrotik Routeros 6.42 rcii All All
System

Operating Mikrotik Routeros 6.42 rc12 All All
System

Operating Mikrotik Routeros 6.42 rcl4 All All
System
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rc31:*:*:testing:*:*:*:

rc32:*:*:testing:*:*:*:

rc34:*:*:testing:*:*:*:

rc37:*:*:testing:*:*:*:

rc38:*:*:testing:*:*:*:
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cpe:2.3:0:mikrotik:routeros:6.41:rc47:*:*:testing:*:*:*:

cpe:2.3:0:mikrotik:routeros:6.41:rc50:*:*:testing:*:*:*:

cpe:2.3:0:mikrotik:routeros:6.41:rc52:*:*:testing:*:*:*:

cpe:2.3:0:mikrotik:routeros:6.41:rc56:*:*:testing:*:*:*:

cpe:2.3:0:mikrotik:routeros:6.41:rc61:*:*:testing:*:*:*:

kakak.

cpe:2.3:0:mikrotik:routeros:6.41:rc66:*:*:testing:*:

kakak.

cpe:2.3:0:mikrotik:routeros:6.42:rc11:*:*:testing:*:

kakak.

cpe:2.3:0:mikrotik:routeros:6.42:rc12:*:*:testing:*:

dkakak.

cpe:2.3:0:mikrotik:routeros:6.42:rc14:*:*:testing:*:

kakak.

cpe:2.3:0:mikrotik:routeros:6.42:rc15:*:*:testing:*:

kakak.

cpe:2.3:0:mikrotik:routeros:6.42:rc18:*:*:testing:*:

ckakuk.

cpe:2.3:0:mikrotik:routeros:6.42:rc2:*:*:testing:*:

kakak.

cpe:2.3:0:mikrotik:routeros:6.42:rc20:*:*:testing:*:

kakak.

cpe:2.3:0:mikrotik:routeros:6.42:rc23:*:*:testing:*:

kakak.

cpe:2.3:0:mikrotik:routeros:6.42:rc24:*:*:testing:*:

ikakak.

cpe:2.3:0:mikrotik:routeros:6.42:rc27:*:*:testing:*:

kakak.

cpe:2.3:0:mikrotik:routeros:6.42:rc28:*:*:testing:*:

ckakak.

cpe:2.3:0:mikrotik:routeros:6.42:rc30:*:*:testing:*:

ckakak.

cpe:2.3:0:mikrotik:routeros:6.42:rc35:*:*:testing:*:

ckakak.

cpe:2.3:0:mikrotik:routeros:6.42:rc37:*:*:testing:*:

Lkakak.

cpe:2.3:0:mikrotik:routeros:6.42:rc39:*:*:testing:*:

kkak.

cpe:2.3:0:mikrotik:routeros:6.42:rc41:*:*:testing:*:

Lkkak.

cpe:2.3:0:mikrotik:routeros:6.42:rc43:*:*:testing:*:

kkak.

cpe:2.3:0:mikrotik:routeros:6.42:rc46:*:*:testing:*:

kkak,

cpe:2.3:0:mikrotik:routeros:6.42:rc48:*:*:testing:*:

Skkak,

cpe:2.3:0:mikrotik:routeros:6.42:rc49:*:*:testing:*:

Kk k.

cpe:2.3:0:mikrotik:routeros:6.42:rc5:*:*:testing:*:

Skakak.

cpe:2.3:0:mikrotik:routeros:6.42:rc52:*:*:testing:*:



cpe:2.3:0:mikrotik:routeros:6.42:rc56:*:*:testing:*:*:*:

cpe:2.3:0:mikrotik:routeros:6.42:rc6:*:*:testing:*:*:*:

cpe:2.3:0:mikrotik:routeros:6.42:rc9:*:*:testing:*:*:*:

cpe:2.3:0:mikrotik:routeros:6.43:rc11:*:*:testing:*:*:*:

cpe:2.3:0:mikrotik:routeros:6.43:rc12:*:*:testing:*:*:*:

cpe:2.3:0:mikrotik:routeros:6.43:rc14:*:*:testing:*:*:*:

***.

cpe:2.3:0:mikrotik:routeros:6.43:rc17:*:*:testing:*:

***.

cpe:2.3:0:mikrotik:routeros:6.43:rc19:*:*:testing:*:

***.

cpe:2.3:0:mikrotik:routeros:6.43:rc21:*:*:testing:*:

***.

cpe:2.3:0:mikrotik:routeros:6.43:rc23:*:*:testing:*:

***.

cpe:2.3:0:mikrotik:routeros:6.43:rc27:*:*:testing:*:

***.

cpe:2.3:0:mikrotik:routeros:6.43:rc29:*:*:testing:*:

ckakuak.

cpe:2.3:0:mikrotik:routeros:6.43:rc3:*:*:testing:*:

***.

cpe:2.3:0:mikrotik:routeros:6.43:rc32:*:*:testing:*:

***.

cpe:2.3:0:mikrotik:routeros:6.43:rc34:*:*:testing:*:

ckakuak.

cpe:2.3:0:mikrotik:routeros:6.43:rc4:*:*:testing:*:

***.

cpe:2.3:0:mikrotik:routeros:6.43:rc40:*:*:testing:*:

***.

cpe:2.3:0:mikrotik:routeros:6.43:rc42:*:*:testing:*:

***.

cpe:2.3:0:mikrotik:routeros:6.43:rc44:*:*:testing:*:

***.

cpe:2.3:0:mikrotik:routeros:6.43:rc45:*:*:testing:*:

ckakuk.

cpe:2.3:0:mikrotik:routeros:6.43:rc5:*:*:testing:*:

***.

cpe:2.3:0:mikrotik:routeros:6.43:rc51:*:*:testing:*:

***.

cpe:2.3:0:mikrotik:routeros:6.43:rc56:*:*:testing:*:

kakk.

cpe:2.3:0:mikrotik:routeros:6.43:rc6:*:*:testing:*:

***.

cpe:2.3:0:mikrotik:routeros:6.43:rc64:*:*:testing:*:

***.

cpe:2.3:0:mikrotik:routeros:6.43:rc66:*:*:testing:*:

Kk k.

cpe:2.3:0:mikrotik:routeros:6.43:rc7:*:*:testing:*:

cpe:2.3:0:mikrotik:routeros:6.44:betal4:*:*:testing:*:

cpe:2.3:0:mikrotik:routeros:6.44:betal7:*:*:testing:*:*:*:



cpe:2.3:0:mikrotik:routeros:6.44:beta20:*:*:testing:*:*:*:

cpe:2.3:0:mikrotik:routeros:6.44:beta28:*:*:testing:*:*:*:

cpe:2.3:0:mikrotik:routeros:6.44:beta39:*:*:testing:*:*:*:

cpe:2.3:0:mikrotik:routeros:6.44:beta40:*:*:testing:*:*:*:

cpe:2.3:0:mikrotik:routeros:6.44:beta50:*:*:testing:*:*:*:

***.

cpe:2.3:0:mikrotik:routeros:6.44:betab4:*:*:testing:*:

ckakuak.

cpe:2.3:0:mikrotik:routeros:6.44:beta6:*:*:testing:*:

***.

cpe:2.3:0:mikrotik:routeros:6.44:betab1:*:*:testing:*:

***.

cpe:2.3:0:mikrotik:routeros:6.44:beta75:*:*:testing:*:

ckakuk.

cpe:2.3:0:mikrotik:routeros:6.44:beta9:*:*:testing:*:

kakak.

cpe:2.3:0:mikrotik:routeros:6.41:rc31:*:*:testing:*:

kakak.

cpe:2.3:0:mikrotik:routeros:6.41:rc32:*:*:testing:*:

kakak.

cpe:2.3:0:mikrotik:routeros:6.41:rc34:*:*:testing:*:

dkakak.

cpe:2.3:0:mikrotik:routeros:6.41:rc37:*:*:testing:*:

dkakak.

cpe:2.3:0:mikrotik:routeros:6.41:rc38:*:*:testing:*:

ikakak.

cpe:2.3:0:mikrotik:routeros:6.41:rc44:*:*:testing:*:

kakak.

cpe:2.3:0:mikrotik:routeros:6.41:rc47:*:*:testing:*:

ikakak.

cpe:2.3:0:mikrotik:routeros:6.41:rc50:*:*:testing:*:

ikakak.

cpe:2.3:0:mikrotik:routeros:6.41:rc52:*:*:testing:*:

ckkak.

cpe:2.3:0:mikrotik:routeros:6.41:rc56:*:*:testing:*:

kakak.

cpe:2.3:0:mikrotik:routeros:6.41:rc61:*:*:testing:*:

kkak.

cpe:2.3:0:mikrotik:routeros:6.41:rc66:*:*:testing:*:

kakak.

cpe:2.3:0:mikrotik:routeros:6.42:rc11:*:*:testing:*:

kakak,

cpe:2.3:0:mikrotik:routeros:6.42:rc12:*:*:testing:*:

Lkakak,

cpe:2.3:0:mikrotik:routeros:6.42:rc14:*:*:testing:*:

Skakak,

cpe:2.3:0:mikrotik:routeros:6.42:rc15:*:*:testing:*:

cpe:2.3:0:mikrotik:routeros:6.42:rc18:*:*:testing:*:

cpe:2.3:0:mikrotik:routeros:6.42:rc2:*:*:testing:*:*:*:



cpe:2.3:0:mikrotik:routeros:6.42:rc20:*:*:testing:*:*:*:

cpe:2.3:0:mikrotik:routeros:6.42:rc23:*:*:testing:*:*:*:

cpe:2.3:0:mikrotik:routeros:6.42:rc24:*:*:testing:*:*:*:

cpe:2.3:0:mikrotik:routeros:6.42:rc27:*:*:testing:*:*:*:

cpe:2.3:0:mikrotik:routeros:6.42:rc28:*:*:testing:*:*:*:

kakak.

cpe:2.3:0:mikrotik:routeros:6.42:rc30:*:*:testing:*:

kakak.

cpe:2.3:0:mikrotik:routeros:6.42:rc35:*:*:testing:*:

kakak.

cpe:2.3:0:mikrotik:routeros:6.42:rc37:*:*:testing:*:

kakak.

cpe:2.3:0:mikrotik:routeros:6.42:rc39:*:*:testing:*:

kakak.

cpe:2.3:0:mikrotik:routeros:6.42:rc41:*:*:testing:*:

kakak.

cpe:2.3:0:mikrotik:routeros:6.42:rc43:*:*:testing:*:

dkakak.

cpe:2.3:0:mikrotik:routeros:6.42:rc46:*:*:testing:*:

kakak.

cpe:2.3:0:mikrotik:routeros:6.42:rc48:*:*:testing:*:

kakak.

cpe:2.3:0:mikrotik:routeros:6.42:rc49:*:*:testing:*:

ckakuak.

cpe:2.3:0:mikrotik:routeros:6.42:rc5:*:*:testing:*:

ikakak.

cpe:2.3:0:mikrotik:routeros:6.42:rc52:*:*:testing:*:

ikakak.

cpe:2.3:0:mikrotik:routeros:6.42:rc56:*:*:testing:*:

ckakuk.

cpe:2.3:0:mikrotik:routeros:6.42:rc6:*:*:testing:*:

ckakuk.

cpe:2.3:0:mikrotik:routeros:6.42:rc9:*:*:testing:*:

kakak.

cpe:2.3:0:mikrotik:routeros:6.43:rc11:*:*:testing:*:

ikakak,

cpe:2.3:0:mikrotik:routeros:6.43:rc12:*:*:testing:*:

kkak.

cpe:2.3:0:mikrotik:routeros:6.43:rc14:*:*:testing:*:

kkak.

cpe:2.3:0:mikrotik:routeros:6.43:rc17:*:*:testing:*:

Lkkak.

cpe:2.3:0:mikrotik:routeros:6.43:rc19:*:*:testing:*:

Lkkak,

cpe:2.3:0:mikrotik:routeros:6.43:rc21:*:*:testing:*:

kkak,

cpe:2.3:0:mikrotik:routeros:6.43:rc23:*:*:testing:*:

Skkak,

cpe:2.3:0:mikrotik:routeros:6.43:rc27:*:*:testing:*:

cpe:2.3:0:mikrotik:routeros:6.43:rc29:*:*:testing:*:

cpe:2.3:0:mikrotik:routeros:6.43:rc3:*:*:testina:*:*:*:



cpe:2.3:0:mikrotik:routeros:6.43:rc32:*:*:testing:*:*:*:

cpe:2.3:0:mikrotik:routeros:6.43:rc34:*:*:testing:*:*:*:

cpe:2.3:0:mikrotik:routeros:6.43:rc4:*:*:testing:*:*:*:

cpe:2.3:0:mikrotik:routeros:6.43:rc40:*:*:testing:*:*:*:

cpe:2.3:0:mikrotik:routeros:6.43:rc42:*:*:testing:*:*:*:

***.

cpe:2.3:0:mikrotik:routeros:6.43:rc44:*:*:testing:*:

***.

cpe:2.3:0:mikrotik:routeros:6.43:rc45:*:*:testing:*:

ckakuk.

cpe:2.3:0:mikrotik:routeros:6.43:rc5:*:*:testing:*:

***.

cpe:2.3:0:mikrotik:routeros:6.43:rc51:*:*:testing:*:

***.

cpe:2.3:0:mikrotik:routeros:6.43:rc56:*:*:testing:*:

ckakuk.

cpe:2.3:0:mikrotik:routeros:6.43:rc6:*:*:testing:*:

***.

cpe:2.3:0:mikrotik:routeros:6.43:rc64:*:*:testing:*:

***.

cpe:2.3:0:mikrotik:routeros:6.43:rc66:*:*:testing:*:

ckakak.

cpe:2.3:0:mikrotik:routeros:6.43:rc7:*:*:testing:*:

***.

cpe:2.3:0:mikrotik:routeros:6.44:betal4:*:*:testing:*:

***.

cpe:2.3:0:mikrotik:routeros:6.44:betal7:*:*:testing:*:

***.

cpe:2.3:0:mikrotik:routeros:6.44:beta20:*:*:testing:*:

***.

cpe:2.3:0:mikrotik:routeros:6.44:beta28:*:*:testing:*:

***.

cpe:2.3:0:mikrotik:routeros:6.44:beta39:*:*:testing:*:

***.

cpe:2.3:0:mikrotik:routeros:6.44:beta40:*:*:testing:*:

***.

cpe:2.3:0:mikrotik:routeros:6.44:beta50:*:*:testing:*:

***.

cpe:2.3:0:mikrotik:routeros:6.44:betab4:*:*:testing:*:

kakk.

cpe:2.3:0:mikrotik:routeros:6.44:beta6:*:*:testing:*:

***.

cpe:2.3:0:mikrotik:routeros:6.44:beta61:*:*:testing:*:

cpe:2.3:0:mikrotik:routeros:6.44:beta75:*:*:testing:*:

Kk k.

cpe:2.3:0:mikrotik:routeros:6.44:beta9:*:*:testing:*:

ckakak.

cpe:2.3:0:mikrotik:routeros:*:*:*:*:-:*:*:*:




No vendor comments have been submitted for this CVE
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