
CVE-2019-4513
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2019-4513

State PUBLIC

Assigner psirt@us.ibm.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-08-26 15:15:00 UTC

Updated 2022-12-02 22:25:00 UTC

Description IBM Security Access Manager for Enterprise Single Sign-On 8.2.2 is vulnerable to an XML External Entity Injection (XXE) attack when processing XML data. A remote attacker could exploit this vulnerability to expose sensitive information or consume memory resources. IBM X-Force ID: 164555.

Risk And Classification

Problem Types: CWE-611

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ibm Security Access Manager For Enterprise Single Sign-on 8.2.2 All All All

Application Ibm Security Access Manager For Enterprise Single Sign-on 8.2.2 All All All

References

Reference

Security Bulletin: IBM Security Access Manager for Enterprise Single-Sign On is affected by an XML External Entity Injection (XXE) vulnerability (CVE-2019-4513)

IBM X-Force Exchange

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY

https://cve.report/
https://cve.report/CVE-2019-4513/mitre
https://cve.report/CVE-2019-4513/nist
https://cve.report/CVE-2019-4513/cve_org
https://cve.report/CVE-2019-4513.pdf
http://cve.report/vendor/ibm
http://cve.report/software/ibm/security_access_manager_for_enterprise_single_sign-on
http://cve.report/vendor/ibm
http://cve.report/software/ibm/security_access_manager_for_enterprise_single_sign-on
http://www.ibm.com/support/docview.wss?uid=ibm10996716
https://exchange.xforce.ibmcloud.com/vulnerabilities/164555
https://www.cve.org/CVERecord?id=CVE-2019-4513
https://nvd.nist.gov/vuln/detail/CVE-2019-4513
https://cve.report/
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