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Summary

CVE CVE-2019-5009

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-01-04 14:29:00 UTC

Updated 2019-10-24 12:31:00 UTC

Description Vtiger CRM 7.1.0 before Hotfix2 allows uploading files with the extension "php3" in the logo upload field, if the uploaded file is in PNG format and has a size of 150x40. One can put PHP code into the image; PHP code can be executed using "<? ?>" tags, as demonstrated by a CompanyDetailsSave action. This bypasses the bad-file-extensions protection mechanism. It is related to actions/CompanyDetailsSave.php, actions/UpdateCompanyLogo.php, and models/CompanyDetails.php.

Risk And Classification

Problem Types: CWE-434

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Vtiger Vtiger Crm 7.1.0 hotfix1 All All

Application Vtiger Vtiger Crm 7.1.0 hotfix1 All All

Application Vtiger Vtiger Crm All All All All

References

Reference Source Link

Vtiger CRM 7.1.0 - Remote Code Execution EXPLOIT-DB www.exploit-db.com

[Vtigercrm-developers] Vtiger CRM 7.1.0 (hotfix2) Released MISC lists.vtigercrm.com

Pentest Blog - Self-Improvement to Ethical Hacking MISC pentest.com.tr

Fixes #1088: Santize filename uploaded with bad-extension (52fc2fb5) · Commits · vtiger / vtigercrm · GitLab MISC code.vtiger.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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