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CVE CVE-2019-5010
State PUBLIC
Assigner talos-cna@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-10-31 21:15:00 UTC
Updated 2023-11-07 03:11:00 UTC
Description An exploitable denial-of-service vulnerability exists in the X509 certificate parser of Python.org Python 2.7.11 / 3.6.6. A spe(

/ ]

1|

Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 9.0 All All All
Operating System Opensuse Leap 15.1 All All All
Application Python Python All All All Al
Application Python Python All All All All
Application Python Python All All All Al
Operating System Redhat Enterprise Linux 8.0 All All All
Operating System Redhat Enterprise Linux Eus 8.1 All All All
Operating System Redhat Enterprise Linux Eus 8.2 All All All
Operating System Redhat Enterprise Linux Eus 8.4 All All All
Operating System Redhat Enterprise Linux Eus 8.6 All All All
Operating System Redhat Enterprise Linux Server Aus 8.2 All All All
Operating System Redhat Enterprise Linux Server Aus 8.4 All All All
Operating System Redhat Enterprise Linux Server Aus 8.6 All All All
Operating System Redhat Enterprise Linux Server Tus 8.2 All All All
Operating System Redhat Enterprise Linux Server Tus 8.4 All All All
Operating System Redhat Enterprise Linux Server Tus 8.6 All All All
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References

Reference Source
TALOS-2019-0758 || Cisco Talos Intelligence Group - Comprehensive Threat Intelligence  MISC
[SECURITY] [DLA 2280-1] python3.5 security update MLIST
Red Hat Customer Portal REDHAT
Pony Mail!

Pony Mail! MLIST
Python: Multiple vulnerabilities (GLSA 202003-26) — Gentoo security GENTOO
[security-announce] openSUSE-SU-2020:0086-1: important: Security update SUSE
Red Hat Customer Portal REDHAT
[SECURITY] [DLA 2337-1] python2.7 security update MLIST
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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Link Tags
talosintelligence.com  Exploit, Thirc
lists.debian.org
access.redhat.com
lists.apache.org

lists.apache.org
security.gentoo.org
lists.opensuse.org
access.redhat.com
lists.debian.org

Www.cve.org canonical

nvd.nist.gov canonical, ar

-

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

296081 Oracle Solaris 11.4 Support Repository Update (SRU) 12.5.0 Missing (CPUJUL2019)

377306 Alibaba Cloud Linux Security Update for python (ALINUX2-SA-2019:0094)

377387 Alibaba Cloud Linux Security Update for python3 (ALINUX3-SA-2021:0080)

500583 Alpine Linux Security Update for python2

500589 Alpine Linux Security Update for python3

501370 Alpine Linux Security Update for python3-tkinter

504339 Alpine Linux Security Update for python3

750463 OpenSUSE Security Update for python3 (openSUSE-SU-2020:2333-1)

750464 OpenSUSE Security Update for python3 (openSUSE-SU-2020:2332-1)
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