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Summary

CVE CVE-2019-5016

State PUBLIC

Assigner talos-cna@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-06-17 21:15:00 UTC

Updated 2022-06-13 18:40:00 UTC

Description An exploitable arbitrary memory read vulnerability exists in the KCodes NetUSB.ko kernel module which enables the ReadySHARE Printer functionality of at least two NETGEAR Nighthawk Routers and potentially several other vendors/products. A specially crafted index value can cause an invalid memory read, resulting in a denial of service or remote information disclosure. An unauthenticated attacker can send a crafted packet on the local network to trigger this vulnerability.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Kcodes Netusb.ko 1.0.2.66 All All All

Application Kcodes Netusb.ko 1.0.2.69 All All All

Application Kcodes Netusb.ko 1.0.2.66 All All All

Application Kcodes Netusb.ko 1.0.2.69 All All All

Hardware Netgear R7900 - All All All

Hardware Netgear R7900 - All All All

Operating System Netgear R7900 Firmware 1.0.3.810.037 All All All

Operating System Netgear R7900 Firmware 1.0.3.810.037 All All All

Hardware Netgear R8000 - All All All

Hardware Netgear R8000 - All All All

Operating System Netgear R8000 Firmware 1.0.4.28_10.1.54 All All All

Operating System Netgear R8000 Firmware 1.0.4.28_10.1.54 All All All

References
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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