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Summary

CVE CVE-2019-5137

State PUBLIC

Assigner talos-cna@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-02-25 16:15:00 UTC

Updated 2022-06-13 20:15:00 UTC

Description The usage of hard-coded cryptographic keys within the ServiceAgent binary allows for the decryption of captured traffic across the network from or to the Moxa AWK-3131A firmware version 1.13.

Risk And Classification

Problem Types: CWE-798

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Moxa Awk-3131a - All All All

Hardware Moxa Awk-3131a - All All All

Operating System Moxa Awk-3131a Firmware 1.13 All All All

Operating System Moxa Awk-3131a Firmware 1.13 All All All

References

Reference Source Link Tags

TALOS-2019-0926 || Cisco Talos Intelligence Group - Comprehensive Threat Intelligence MISC talosintelligence.com Exploit, Technical Description, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

591341 Moxa AWK-3131A Series Multiple Vulnerabilities (MPSA-200203)
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