CVE

State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2019-5156

MITRE NVD CVE.ORG Print: PDF %5

CVE-2019-5156

PUBLIC

talos-cna@cisco.com

CVE Program / NVD first with legacy fallback
2020-03-11 22:27:00 UTC

2020-03-18 17:51:00 UTC

An exploitable command injection vulnerability exists in the cloud connectivity functionality of WAGO PFC200 versions 03.C

| 1|

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type

Hardware
Hardware
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Vendor Product Version Update Edition Language
Wago Pfc200 - All All All
Wago Pfc200 - All All All
Wago Pfc200 Firmware 03.00.39(12) All All All
Wago Pfc200 Firmware 03.00.39\(12\) All All All
Wago Pfc200 Firmware 03.01.07(13) All All All
Wago Pfc200 Firmware 03.01.07\(13\) All All All
Wago Pfc200 Firmware 03.02.02(14) All All All
Wago Pfc200 Firmware 03.02.02\(14\) All All All
Wago Pfc200 Firmware 03.00.39\(12\) All All All
Wago Pfc200 Firmware 03.01.07\(13\) All All All
Wago Pfc200 Firmware 03.02.02\(14\) All All All
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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