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Summary

CVE CVE-2019-5170

State PUBLIC

Assigner talos-cna@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-03-12 00:15:00 UTC

Updated 2020-03-17 18:13:00 UTC

Description An exploitable command injection vulnerability exists in the iocheckd service ‘I/O-Check’ function of the WAGO PFC 200 Firmware version 03.02.02(14). A specially crafted XML cache file written to a specific location on the device can be used to inject OS commands. An attacker can send a specially crafted packet to trigger the parsing of this cache file.At 0x1e87c the extracted hostname value from the xml file is used as an argument to /etc/config-tools/change_hostname hostname=<contents of hostname node> using sprintf(). This command is later executed via a call to system().

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Wago Pfc200 - All All All

Hardware Wago Pfc200 - All All All

Operating System Wago Pfc200 Firmware 03.02.02(14) All All All

Operating System Wago Pfc200 Firmware 03.02.02\(14\) All All All

Operating System Wago Pfc200 Firmware 03.02.02\(14\) All All All

References

Reference Source Link Tags

TALOS-2019-0962 || Cisco Talos Intelligence Group - Comprehensive Threat Intelligence MISC talosintelligence.com Exploit, Mitigation, Technical Description, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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