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Summary

CVE CVE-2019-5230

State PUBLIC

Assigner psirt@huawei.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-11-13 00:15:00 UTC

Updated 2019-11-15 04:40:00 UTC

Description P20 Pro, P20, Mate RS smartphones with versions earlier than Charlotte-AL00A 9.1.0.321(C00E320R1P1T8), versions earlier than Emily-AL00A 9.1.0.321(C00E320R1P1T8), versions earlier than NEO-AL00D NEO-AL00 9.1.0.321(C786E320R1P1T8) have an improper validation vulnerability. The system does not perform a properly validation of certain input models, an attacker could trick the user to install a malicious application then craft a malformed model, successful exploit could allow the attacker to get and tamper certain output data information.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Huawei Mate Rs - All All All

Hardware Huawei Mate Rs - All All All

Operating System Huawei Mate Rs Firmware All All All All

Operating System Huawei Mate Rs Firmware All All All All

Hardware Huawei P20 - All All All

Hardware Huawei P20 - All All All

Operating System Huawei P20 Firmware All All All All

Operating System Huawei P20 Firmware All All All All

Hardware Huawei P20 Pro - All All All

Hardware Huawei P20 Pro - All All All

Operating System Huawei P20 Pro Firmware All All All All

Operating System Huawei P20 Pro Firmware All All All All

References
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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