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Summary

CVE CVE-2019-5235

State PUBLIC

Assigner psirt@huawei.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-12-14 00:15:00 UTC

Updated 2019-12-23 18:32:00 UTC

Description Some Huawei smart phones have a null pointer dereference vulnerability. An attacker crafts specific packets and sends to the affected product to exploit this vulnerability. Successful exploitation may cause the affected phone to be abnormal.

Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Huawei Alp-al00b - All All All

Hardware Huawei Alp-al00b - All All All

Operating System Huawei Alp-al00b Firmware 8.0.0.153(c00) All All All

Operating System Huawei Alp-al00b Firmware 8.0.0.153\(c00\) All All All

Operating System Huawei Alp-al00b Firmware 8.0.0.153\(c00\) All All All

Hardware Huawei Alp-tl00b - All All All

Hardware Huawei Alp-tl00b - All All All

Operating System Huawei Alp-tl00b Firmware 8.0.0.129(sp2c01) All All All

Operating System Huawei Alp-tl00b Firmware 8.0.0.129\(sp2c01\) All All All

Operating System Huawei Alp-tl00b Firmware 8.0.0.129\(sp2c01\) All All All

Hardware Huawei Bla-al00b - All All All

Hardware Huawei Bla-al00b - All All All

Operating System Huawei Bla-al00b Firmware 8.0.0.129(sp2c786) All All All

Operating System Huawei Bla-al00b Firmware 8.0.0.129\(sp2c786\) All All All

Operating System Huawei Bla-al00b Firmware 8.0.0.153(c00) All All All

Operating System Huawei Bla-al00b Firmware 8.0.0.153\(c00\) All All All

Operating System Huawei Bla-al00b Firmware 8.0.0.129\(sp2c786\) All All All
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Operating System Huawei Bla-al00b Firmware 8.0.0.129\(sp2c786\) All All All

Operating System Huawei Bla-al00b Firmware 8.0.0.153\(c00\) All All All

Hardware Huawei Bla-tl00b - All All All

Hardware Huawei Bla-tl00b - All All All

Operating System Huawei Bla-tl00b Firmware 8.0.0.129(sp2c01) All All All

Operating System Huawei Bla-tl00b Firmware 8.0.0.129\(sp2c01\) All All All

Operating System Huawei Bla-tl00b Firmware 8.0.0.129\(sp2c01\) All All All

Hardware Huawei Charlotte-al00a - All All All

Hardware Huawei Charlotte-al00a - All All All

Operating System Huawei Charlotte-al00a Firmware 8.1.0.176(c00) All All All

Operating System Huawei Charlotte-al00a Firmware 8.1.0.176\(c00\) All All All

Operating System Huawei Charlotte-al00a Firmware 8.1.0.176\(c00\) All All All

Hardware Huawei Charlotte-tl00b - All All All

Hardware Huawei Charlotte-tl00b - All All All

Operating System Huawei Charlotte-tl00b Firmware 8.1.0.176(c01) All All All

Operating System Huawei Charlotte-tl00b Firmware 8.1.0.176\(c01\) All All All

Operating System Huawei Charlotte-tl00b Firmware 8.1.0.176\(c01\) All All All

Hardware Huawei Columbia-al10b - All All All

Hardware Huawei Columbia-al10b - All All All

Operating System Huawei Columbia-al10b Firmware 8.1.0.163(c00) All All All

Operating System Huawei Columbia-al10b Firmware 8.1.0.163\(c00\) All All All

Operating System Huawei Columbia-al10b Firmware 8.1.0.163\(c00\) All All All

Hardware Huawei Columbia-al10i - All All All

Hardware Huawei Columbia-al10i - All All All

Operating System Huawei Columbia-al10i Firmware 8.1.0.150(c675custc675d2) All All All

Operating System Huawei Columbia-al10i Firmware 8.1.0.150\(c675custc675d2\) All All All

Operating System Huawei Columbia-al10i Firmware 8.1.0.150\(c675custc675d2\) All All All

Hardware Huawei Columbia-l29d - All All All

Hardware Huawei Columbia-l29d - All All All

Operating System Huawei Columbia-l29d Firmware 8.1.0.146(c461) All All All

Operating System Huawei Columbia-l29d Firmware 8.1.0.146\(c461\) All All All

Operating System Huawei Columbia-l29d Firmware 8.1.0.148(c185) All All All

Operating System Huawei Columbia-l29d Firmware 8.1.0.148\(c185\) All All All

Operating System Huawei Columbia-l29d Firmware 8.1.0.151(c10) All All All

Operating System Huawei Columbia-l29d Firmware 8.1.0.151(c432) All All All

Operating System Huawei Columbia-l29d Firmware 8.1.0.151\(c10\) All All All
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Operating System Huawei Columbia-l29d Firmware 8.1.0.151\(c432\) All All All

Operating System Huawei Columbia-l29d Firmware 8.1.0.146\(c461\) All All All

Operating System Huawei Columbia-l29d Firmware 8.1.0.148\(c185\) All All All

Operating System Huawei Columbia-l29d Firmware 8.1.0.151\(c10\) All All All

Operating System Huawei Columbia-l29d Firmware 8.1.0.151\(c432\) All All All

Hardware Huawei Columbia-tl00d - All All All

Hardware Huawei Columbia-tl00d - All All All

Operating System Huawei Columbia-tl00d Firmware 8.1.0.186(c01gt) All All All

Operating System Huawei Columbia-tl00d Firmware 8.1.0.186\(c01gt\) All All All

Operating System Huawei Columbia-tl00d Firmware 8.1.0.186\(c01gt\) All All All

Hardware Huawei Elle-al00b - All All All

Hardware Huawei Elle-al00b - All All All

Operating System Huawei Elle-al00b Firmware 9.1.0.162(c00e160r2p1) All All All

Operating System Huawei Elle-al00b Firmware 9.1.0.162\(c00e160r2p1\) All All All

Operating System Huawei Elle-al00b Firmware 9.1.0.162\(c00e160r2p1\) All All All

Hardware Huawei Elle-tl00b - All All All
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Hardware Huawei Emily-al00a - All All All

Hardware Huawei Emily-al00a - All All All

Operating System Huawei Emily-al00a Firmware 8.1.0.190(c00) All All All

Operating System Huawei Emily-al00a Firmware 8.1.0.190\(c00\) All All All

Operating System Huawei Emily-al00a Firmware 8.1.0.190\(c00\) All All All

Hardware Huawei Emily-tl00b - All All All

Hardware Huawei Emily-tl00b - All All All

Operating System Huawei Emily-tl00b Firmware 8.1.0.175(c01) All All All

Operating System Huawei Emily-tl00b Firmware 8.1.0.175\(c01\) All All All

Operating System Huawei Emily-tl00b Firmware 8.1.0.175\(c01\) All All All

Hardware Huawei Ever-al00b - All All All
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Hardware Huawei Ever-l29b - All All All

Hardware Huawei Ever-l29b - All All All

Operating System Huawei Ever-l29b Firmware 9.0.0.206(c185e3r3p1) All All All

Operating System Huawei Ever-l29b Firmware 9.0.0.206\(c185e3r3p1\) All All All

Operating System Huawei Ever-l29b Firmware 9.0.0.207(c636e3r2p1) All All All

Operating System Huawei Ever-l29b Firmware 9.0.0.207\(c636e3r2p1\) All All All

Operating System Huawei Ever-l29b Firmware 9.0.0.208(c432e3r1p12) All All All

Operating System Huawei Ever-l29b Firmware 9.0.0.208\(c432e3r1p12\) All All All

Operating System Huawei Ever-l29b Firmware 9.0.0.206\(c185e3r3p1\) All All All

Operating System Huawei Ever-l29b Firmware 9.0.0.207\(c636e3r2p1\) All All All

Operating System Huawei Ever-l29b Firmware 9.0.0.208\(c432e3r1p12\) All All All

Hardware Huawei Harry-al00c - All All All

Hardware Huawei Harry-al00c - All All All

Operating System Huawei Harry-al00c Firmware 9.1.0.206(c00e205r3p1) All All All

Operating System Huawei Harry-al00c Firmware 9.1.0.206\(c00e205r3p1\) All All All

Operating System Huawei Harry-al00c Firmware 9.1.0.206\(c00e205r3p1\) All All All

Hardware Huawei Harry-al10b - All All All

Hardware Huawei Harry-al10b - All All All

Operating System Huawei Harry-al10b Firmware - All All All

Operating System Huawei Harry-al10b Firmware 9.1.0.206(c00e205r3p1) All All All

Operating System Huawei Harry-al10b Firmware 9.1.0.206\(c00e205r3p1\) All All All

Operating System Huawei Harry-al10b Firmware - All All All

Operating System Huawei Harry-al10b Firmware 9.1.0.206\(c00e205r3p1\) All All All

Hardware Huawei Harry-tl00c - All All All

Hardware Huawei Harry-tl00c - All All All

Operating System Huawei Harry-tl00c Firmware 9.0.1.162(c01e160r2p3) All All All

Operating System Huawei Harry-tl00c Firmware 9.0.1.162\(c01e160r2p3\) All All All

Operating System Huawei Harry-tl00c Firmware 9.0.1.162\(c01e160r2p3\) All All All

Hardware Huawei Hima-al00b - All All All

Hardware Huawei Hima-al00b - All All All

Operating System Huawei Hima-al00b Firmware 9.0.0.200(c00e200r2p1) All All All

Operating System Huawei Hima-al00b Firmware 9.0.0.200\(c00e200r2p1\) All All All

Operating System Huawei Hima-al00b Firmware 9.0.0.200\(c00e200r2p1\) All All All

Hardware Huawei Jackman-l21 - All All All

Hardware Huawei Jackman-l21 - All All All

Operating System Huawei Jackman-l21 Firmware 8.2.0.160(c185) All All All
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Operating System Huawei Jackman-l21 Firmware 8.2.0.160\(c185\) All All All

Operating System Huawei Jackman-l21 Firmware 8.2.0.160\(c185\) All All All

Hardware Huawei Jackman-l22 - All All All

Hardware Huawei Jackman-l22 - All All All

Operating System Huawei Jackman-l22 Firmware 8.2.0.156(c636r2p2) All All All

Operating System Huawei Jackman-l22 Firmware 8.2.0.156\(c636r2p2\) All All All

Operating System Huawei Jackman-l22 Firmware 8.2.0.156\(c636r2p2\) All All All

Hardware Huawei Jackman-l23 - All All All

Hardware Huawei Jackman-l23 - All All All

Operating System Huawei Jackman-l23 Firmware 8.2.0.152(c45custc45d1) All All All

Operating System Huawei Jackman-l23 Firmware 8.2.0.152\(c45custc45d1\) All All All

Operating System Huawei Jackman-l23 Firmware 8.2.0.162(c605) All All All

Operating System Huawei Jackman-l23 Firmware 8.2.0.162\(c605\) All All All

Operating System Huawei Jackman-l23 Firmware 8.2.0.152\(c45custc45d1\) All All All

Operating System Huawei Jackman-l23 Firmware 8.2.0.162\(c605\) All All All

Hardware Huawei Johnson-al00ic - All All All

Hardware Huawei Johnson-al00ic - All All All

Operating System Huawei Johnson-al00ic Firmware 8.2.0.161(c675custc675d1) All All All

Operating System Huawei Johnson-al00ic Firmware 8.2.0.161\(c675custc675d1\) All All All

Operating System Huawei Johnson-al00ic Firmware 8.2.0.161\(c675custc675d1\) All All All

Hardware Huawei Johnson-al10c - All All All

Hardware Huawei Johnson-al10c - All All All

Operating System Huawei Johnson-al10c Firmware 8.2.0.165(c00r1p16) All All All
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