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Summary

CVE CVE-2019-5260

State PUBLIC

Assigner psirt@huawei.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-12-13 22:15:00 UTC

Updated 2019-12-18 16:35:00 UTC

Description Huawei smartphones HUAWEI Y9 2019 and Honor View 20 have a denial of service vulnerability. Due to insufficient input validation of specific value when parsing the messages, an attacker may send specially crafted TD-SCDMA messages from a rogue base station to the affected devices to exploit this vulnerability. Successful exploit may cause an infinite loop and the device to reboot.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Huawei View 20 - All All All

Hardware Huawei View 20 - All All All

Operating System Huawei View 20 Firmware 9.0.1.169(c636e1r4p1) All All All

Operating System Huawei View 20 Firmware 9.0.1.169\(c636e1r4p1\) All All All

Operating System Huawei View 20 Firmware 9.0.1.170(c185e2r3p1) All All All

Operating System Huawei View 20 Firmware 9.0.1.170(c432e1r3p1) All All All

Operating System Huawei View 20 Firmware 9.0.1.170\(c185e2r3p1\) All All All

Operating System Huawei View 20 Firmware 9.0.1.170\(c432e1r3p1\) All All All

Operating System Huawei View 20 Firmware 9.0.1.169\(c636e1r4p1\) All All All

Operating System Huawei View 20 Firmware 9.0.1.170\(c185e2r3p1\) All All All

Operating System Huawei View 20 Firmware 9.0.1.170\(c432e1r3p1\) All All All

Hardware Huawei Y9 2019 - All All All

Hardware Huawei Y9 2019 - All All All

Operating System Huawei Y9 2019 Firmware 8.2.0.160(c185r2p2) All All All

Operating System Huawei Y9 2019 Firmware 8.2.0.160\(c185r2p2\) All All All

Operating System Huawei Y9 2019 Firmware 8.2.0.162(c605) All All All

Operating System Huawei Y9 2019 Firmware 8.2.0.162\(c605\) All All All
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Operating System Huawei Y9 2019 Firmware 8.2.0.162\(c605\) All All All

Operating System Huawei Y9 2019 Firmware 8.2.0.163(c605) All All All

Operating System Huawei Y9 2019 Firmware 8.2.0.163\(c605\) All All All

Operating System Huawei Y9 2019 Firmware 8.2.0.160\(c185r2p2\) All All All

Operating System Huawei Y9 2019 Firmware 8.2.0.162\(c605\) All All All

Operating System Huawei Y9 2019 Firmware 8.2.0.163\(c605\) All All All

References

Reference Source Link Tags

Security Advisory - Denial of Service Vulnerability on Some Huawei Smartphones MISC www.huawei.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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