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Summary

CVE CVE-2019-5419

State PUBLIC

Assigner support@hackerone.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-03-27 14:29:00 UTC

Updated 2023-11-07 03:11:00 UTC

Description There is a possible denial of service vulnerability in Action View (Rails) <5.2.2.1, <5.1.6.2, <5.0.7.2, <4.2.11.1 where specially crafted accept headers can cause action view to consume 100% cpu and make the server unresponsive.

Risk And Classification

Problem Types: CWE-770

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Fedoraproject Fedora 30 All All All

Operating System Fedoraproject Fedora 30 All All All

Operating System Opensuse Leap 15.0 All All All

Operating System Opensuse Leap 15.1 All All All

Operating System Opensuse Leap 15.0 All All All

Operating System Opensuse Leap 15.1 All All All

Application Redhat Cloudforms 4.6 All All All

Application Redhat Cloudforms 4.7 All All All

Application Redhat Cloudforms 4.6 All All All

Application Redhat Cloudforms 4.7 All All All

Application Redhat Software Collections 1.0 All All All

Application Redhat Software Collections 1.0 All All All

Application Rubyonrails Rails All All All All

Application Rubyonrails Rails All All All All
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References

Reference Source Link

[SECURITY] [DLA 1739-1] rails security update MLIST lists.debian.org

Red Hat Customer Portal REDHAT access.redhat.com

[SECURITY] Fedora 30 Update: rubygem-activemodel-5.2.3-2.fc30 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[security-announce] openSUSE-SU-2019:1344-1: moderate: Security update f SUSE lists.opensuse.org

Red Hat Customer Portal REDHAT access.redhat.com

Google Groups groups.google.com

Rails 4.2.11.1, 5.0.7.2, 5.1.6.2, 5.2.2.1, and 6.0.0.beta3 have been released! | Riding Rails CONFIRM weblog.rubyonrails.org

[SECURITY] Fedora 30 Update: rubygem-activemodel-5.2.3-2.fc30 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[security-announce] openSUSE-SU-2019:1527-1: important: Security update SUSE lists.opensuse.org

Red Hat Customer Portal REDHAT access.redhat.com

Google Groups CONFIRM groups.google.com

Red Hat Customer Portal REDHAT access.redhat.com

[security-announce] openSUSE-SU-2019:1824-1: important: Security update SUSE lists.opensuse.org

oss-security - [CVE-2019-5418] Amendment: Possible Remote Code Execution Exploit in Action View MLIST www.openwall.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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750577 OpenSUSE Security Update for rmt-server (openSUSE-SU-2020:2000-1)

750580 OpenSUSE Security Update for rmt-server (openSUSE-SU-2020:1993-1)
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