
CVE-2019-5420
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2019-5420

State PUBLIC

Assigner support@hackerone.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-03-27 14:29:00 UTC

Updated 2023-11-07 03:11:00 UTC

Description A remote code execution vulnerability in development mode Rails <5.2.2.1, <6.0.0.beta3 can allow an attacker to guess the automatically generated development mode secret token. This secret token can be used in combination with other Rails internals to escalate to a remote code execution exploit.

Risk And Classification

Problem Types: CWE-330

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Fedoraproject Fedora 30 All All All

Operating System Fedoraproject Fedora 30 All All All

Application Rubyonrails Rails All All All All

Application Rubyonrails Rails 6.0.0 beta1 All All

Application Rubyonrails Rails 6.0.0 beta2 All All

Application Rubyonrails Rails All All All All

Application Rubyonrails Rails 6.0.0 beta1 All All

Application Rubyonrails Rails 6.0.0 beta2 All All
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CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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