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State PUBLIC
Assigner support@hackerone.com

Source Priority CVE Program / NVD first with legacy fallback

/

Published 2019-04-29 15:29:00 UTC
Updated 2023-11-07 03:11:00 UTC
Description Untrusted search path in FileZilla before 3.41.0-rc1 allows an attacker to gain privileges via a malicious 'fzsftp' binary in the

| 1|

Risk And Classification

Problem Types: CWE-426

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 9.0 All All All
Operating System Fedoraproject Fedora 28 All All All
Application Filezilla-project Filezilla Client All All All All
Application Filezilla-project Filezilla Client All All All All

References

Reference

FileZilla 'fzsftp' Untrusted Search Path - Research Advisory | Tenable®

[filezilla] Revision 9112

[SECURITY] [DLA 3026-1] filezilla security update

[SECURITY] Fedora 28 Update: filezilla-3.41.2-1.fc28 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 28 Update: filezilla-3.41.2-1.fc28 - package-announce - Fedora Mailing-Lists
FileZilla: Untrusted search path (GLSA 202007-51) — Gentoo security
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Legacy QID Mappings

179322 Debian Security Update for filezilla (DLA 3026-1)
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