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Summary
CVE CVE-2019-5435
State PUBLIC
Assigner support@hackerone.com
Source Priority CVE Program / NVD first with legacy fallback
Published 2019-05-28 19:29:00 UTC
Updated 2023-11-07 03:11:00 UTC

Description

An integer overflow in curl's URL API results in a buffer overflow in libcurl 7.62.0 to and including 7.64.1.

Risk And Classification

Problem Types: CWE-190

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product

Application Haxx Curl

Version Update Edition

All All All

Language

All

References
Reference Source
[SECURITY] Fedora 29 Update: curl-7.61.1-11.fc29 - package-announce - Fedora Mailing-Lists
curl - Integer overflows in curl_url_set - CVE-2019-5435 CONFIRM
May 2019 curl/libcurl Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM
Oracle Critical Patch Update Advisory - October 2020 MISC
support.f5.com/csp/article/K08125515 CONFIRM
cURL: Multiple vulnerabilities (GLSA 202003-29) — Gentoo security GENTOO
Oracle Critical Patch Update - October 2019 MISC

/

Oracle Critical Patch Update Advisory - April 2020
CVE Program record

NVD vulnerability detail

[SECURITY] Fedora 29 Update: curl-7.61.1-11.fc29 - package-announce - Fedora Mailing-Lists FEDORA

N/A

CVE.ORG

NVD

Link Tags
lists.fedoraproject.org
curl.haxx.se Exploi
security.netapp.com
www.oracle.com
support.f5.com
security.gentoo.org
www.oracle.com
lists.fedoraproject.org
www.oracle.com

Wwww.cve.org canon

nvd.nist.gov canon

No vendor comments have been submitted for this CVE.
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https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/SMG3V4VTX2SE3EW3HQTN3DDLQBTORQC2/
https://curl.haxx.se/docs/CVE-2019-5435.html
https://security.netapp.com/advisory/ntap-20190606-0004/
https://www.oracle.com/security-alerts/cpuoct2020.html
https://support.f5.com/csp/article/K08125515
https://security.gentoo.org/glsa/202003-29
https://www.oracle.com/technetwork/security-advisory/cpuoct2019-5072832.html
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/SMG3V4VTX2SE3EW3HQTN3DDLQBTORQC2/
https://www.oracle.com/security-alerts/cpuapr2020.html
https://www.cve.org/CVERecord?id=CVE-2019-5435
https://nvd.nist.gov/vuln/detail/CVE-2019-5435

Legacy QID Mappings

296071 Oracle Solaris 11.4 Support Repository Update (SRU) 27.82.1 Missing (CPUOCT2020)
500128 Alpine Linux Security Update for curl

503783 Alpine Linux Security Update for curl

591406 Siemens SIMATIC S7-1500 CPU GNU/Linux subsystem Multiple Vulnerabilities (SSB-439005, ICSA-22-104-13)
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