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CVE CVE-2019-5460

State PUBLIC

Assigner support@hackerone.com

Source Priority CVE Program / NVD first with legacy fallback
Published 2019-07-30 21:15:00 UTC

Updated 2023-03-03 17:50:00 UTC

Description Double Free in VLC versions <= 3.0.6 leads to a crash.

Risk And Classification

Problem Types: CWE-415

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Opensuse Backports sle-15 - All All

Operating System Opensuse Backports sle-15 sp1 All All

Operating System Opensuse Leap 15.0 All All All

Operating System Opensuse Leap 15.1 All All All

Application Videolan Vic Media Player All All All All

Reference Source Link Tags

[security-announce] openSUSE-SU-2019:2015-1: important: Security update SUSE lists.opensuse.org

HackerOne MISC hackerone.com Exploit, Third Party Advisory
[security-announce] openSUSE-SU-2019:1840-1: important: Security update SUSE lists.opensuse.org

[security-announce] openSUSE-SU-2019:1897-1: important: Security update SUSE lists.opensuse.org

[security-announce] openSUSE-SU-2019:1909-1: important: Security update SUSE lists.opensuse.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

1 ]

No vendor comments have been submitted for this CVE.


https://cve.report/
https://cve.report/CVE-2019-5460/mitre
https://cve.report/CVE-2019-5460/nist
https://cve.report/CVE-2019-5460/cve_org
https://cve.report/CVE-2019-5460.pdf
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/backports
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/backports
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/videolan
http://cve.report/software/videolan/vlc_media_player
http://lists.opensuse.org/opensuse-security-announce/2019-08/msg00081.html
https://hackerone.com/reports/503208
http://lists.opensuse.org/opensuse-security-announce/2019-08/msg00005.html
http://lists.opensuse.org/opensuse-security-announce/2019-08/msg00037.html
http://lists.opensuse.org/opensuse-security-announce/2019-08/msg00040.html
https://www.cve.org/CVERecord?id=CVE-2019-5460
https://nvd.nist.gov/vuln/detail/CVE-2019-5460

There are currently no legacy QID mappings associated with this CVE.
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