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Certain versions of Nexus Repository Manager from Sonatype contain
the following vulnerability:

The Nexus Yum Repository Plugin in v2 is vulnerable to Remote Code
Execution when instances using CommandLineExecutor.java are
supplied vulnerable data, such as the Yum Configuration Capability.
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 MISC hackerone.com/reports/654888

CVE-2019-5475 has been assigned by  support@hackerone.com to track the vulnerability - currently rated as HIGH  severity.
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

981652 Java (maven) Security Update for org.sonatype.nexus.plugins:nexus-yum-repository-plugin (GHSA-g5m7-57ph-j6p8)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Sonatype Nexus Repository Manager All All All All

No vendor comments have been submitted for this CVE
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 @OPOSEC Nexus Repository Manager 2.x Command Injection (CVE-2019-5475). paper.seebug.org/1261/
#Security #333 (2020)
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