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CVE CVE-2019-5477
State PUBLIC
Assigner support@hackerone.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-08-16 16:15:00 UTC
Updated 2022-10-14 18:46:00 UTC
Description A command injection vulnerability in Nokogiri v1.10.3 and earlier allows commands to be executed in a subprocess via Rub

/ |

1|

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 16.04 All All All
Operating System Canonical Ubuntu Linux 18.04 All All All
Operating System Canonical Ubuntu Linux 19.04 All All All
Operating System Canonical Ubuntu Linux 19.10 All All All
Operating System Canonical Ubuntu Linux 16.04 All All All
Operating System Canonical Ubuntu Linux 18.04 All All All
Operating System Canonical Ubuntu Linux 19.04 All All All
Operating System Canonical Ubuntu Linux 19.10 All All All
Operating System Debian Debian Linux 10.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Application Nokogiri Nokogiri All All All All
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https://cve.report/
https://cve.report/CVE-2019-5477/mitre
https://cve.report/CVE-2019-5477/nist
https://cve.report/CVE-2019-5477/cve_org
https://cve.report/CVE-2019-5477.pdf
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/nokogiri
http://cve.report/software/nokogiri/nokogiri
https://usn.ubuntu.com/4175-1/
https://github.com/sparklemotion/nokogiri/issues/1915

[SECURITY] [DLA 3149-1] ruby-nokogiri security update
HackerOne

Nokogiri: Command injection (GLSA 202006-05) — Gentoo security
[SECURITY] [DLA 3150-1] rexical security update

rexical/ CHANGELOG.rdoc at master - tenderlove/rexical - GitHub
[SECURITY] [DLA 1933-1] ruby-nokogiri security update

CVE Program record

NVD vulnerability detail

/]

No vendor comments have been submitted for this CVE.
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Legacy QID Mappings

181133 Debian Security Update for rexical (DLA 3150-1)

181134 Debian Security Update for ruby-nokogiri (DLA 3149-1)

501236 Alpine Linux Security Update for ruby-nokogiri

505378 Alpine Linux Security Update for ruby-nokogiri

750375 OpenSUSE Security Update for rubygem-nokogiri (openSUSE-SU-2021:0237-1)
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