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Source Priority

CVE Program / NVD first with legacy fallback
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Description Double-free vulnerability in the FTP-kerberos code in cURL 7.52.0 to 7.65.3.

Risk And Classification

Problem Types: CWE-415

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product
Operating System  Debian Debian Linux
Operating System  Debian Debian Linux

Operating System  Fedoraproject Fedora
Operating System  Fedoraproject Fedora
Operating System  Fedoraproject Fedora
Application Haxx Curl
Application Netapp Cloud Backup
Hardware Netapp
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Application Oracle
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Application Oracle Communications Session Border Controller
Application Oracle Communications Session Border Controller
Application Oracle Enterprise Manager Ops Center
Application Oracle Enterprise Manager Ops Center
Application Oracle Mysql Server
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References

Reference

[SECURITY] Fedora 29 Update: curl-7.61.1-12.fc29 - package-announce - Fedora Mailing-Lists
[security-announce] openSUSE-SU-2019:2169-1: important: Security update

Oracle Critical Patch Update Advisory - October 2020

September 2019 curl/libcurl Vulnerabilities in NetApp Products | NetApp Product Security
Debian -- Security Information -- DSA-4633-1 curl

[SECURITY] Fedora 31 Update: curl-7.66.0-1.fc31 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 30 Update: curl-7.65.3-4.fc30 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 30 Update: curl-7.65.3-4.fc30 - package-announce - Fedora Mailing-Lists
curl - FTP-KRB double-free - CVE-2019-5481

cURL: Multiple vulnerabilities (GLSA 202003-29) — Gentoo security

[SECURITY] Fedora 31 Update: curl-7.66.0-1.fc31 - package-announce - Fedora Mailing-Lists
Oracle Critical Patch Update Advisory - January 2020

Oracle Critical Patch Update Advisory - April 2020

Bugtraqg: [SECURITY] [DSA 4633-1] curl security update

[security-announce] openSUSE-SU-2019:2149-1: important: Security update

[SECURITY] Fedora 29 Update: curl-7.61.1-12.fc29 - package-announce - Fedora Mailing-Lists
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NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

377396 Alibaba Cloud Linux Security Update for curl (ALINUX3-SA-2021:0078)

500129 Alpine Linux Security Update for curl

296071 Oracle Solaris 11.4 Support Repository Update (SRU) 27.82.1 Missing (CPUOCT2020)
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502296 Alpine Linux Security Update for gnurl

503784 Alpine Linux Security Update for curl

504865 Alpine Linux Security Update for gnurl

591406 Siemens SIMATIC S7-1500 CPU GNU/Linux subsystem Multiple Vulnerabilities (SSB-439005, ICSA-22-104-13)

671083 EulerOS Security Update for curl (EulerOS-SA-2019-2101)
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