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CVE CVE-2019-5491
State PUBLIC
Assigner security-alert@netapp.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-02-27 17:29:00 UTC
Updated 2020-08-24 17:37:00 UTC
Description Clustered Data ONTAP versions prior to 9.1P15 and 9.3 prior to 9.3P7 are susceptible to a vulnerability which discloses sel

/ |

1|

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Netapp Clustered Data Ontap All All All All
Application Netapp Clustered Data Ontap 9.1 - All All
Application Netapp Clustered Data Ontap 9.1 p1 All All
Application Netapp Clustered Data Ontap 9.1 p10 All All
Application Netapp Clustered Data Ontap 9.1 pi1 All All
Application Netapp Clustered Data Ontap 9.1 pi12 All All
Application Netapp Clustered Data Ontap 9.1 p13 All All
Application Netapp Clustered Data Ontap 9.1 pl4 All All
Application Netapp Clustered Data Ontap 9.1 p2 All All
Application Netapp Clustered Data Ontap 9.1 p3 All All
Application Netapp Clustered Data Ontap 9.1 p4 All All
Application Netapp Clustered Data Ontap 9.1 p5 All All
Application Netapp Clustered Data Ontap 9.1 p6 All All
Application Netapp Clustered Data Ontap 9.1 p7 All All
Application Netapp Clustered Data Ontap 9.1 P8 All All
Application Netapp Clustered Data Ontap 9.1 P9 All All
Application Netapp Clustered Data Ontap 9.3 - All All


https://cve.report/
https://cve.report/CVE-2019-5491/mitre
https://cve.report/CVE-2019-5491/nist
https://cve.report/CVE-2019-5491/cve_org
https://cve.report/api/cve/CVE-2019-5491.json
https://cve.report/CVE-2019-5491.pdf
http://cve.report/vendor/netapp
http://cve.report/software/netapp/clustered_data_ontap
http://cve.report/vendor/netapp
http://cve.report/software/netapp/clustered_data_ontap
http://cve.report/vendor/netapp
http://cve.report/software/netapp/clustered_data_ontap
http://cve.report/vendor/netapp
http://cve.report/software/netapp/clustered_data_ontap
http://cve.report/vendor/netapp
http://cve.report/software/netapp/clustered_data_ontap
http://cve.report/vendor/netapp
http://cve.report/software/netapp/clustered_data_ontap
http://cve.report/vendor/netapp
http://cve.report/software/netapp/clustered_data_ontap
http://cve.report/vendor/netapp
http://cve.report/software/netapp/clustered_data_ontap
http://cve.report/vendor/netapp
http://cve.report/software/netapp/clustered_data_ontap
http://cve.report/vendor/netapp
http://cve.report/software/netapp/clustered_data_ontap
http://cve.report/vendor/netapp
http://cve.report/software/netapp/clustered_data_ontap
http://cve.report/vendor/netapp
http://cve.report/software/netapp/clustered_data_ontap
http://cve.report/vendor/netapp
http://cve.report/software/netapp/clustered_data_ontap
http://cve.report/vendor/netapp
http://cve.report/software/netapp/clustered_data_ontap
http://cve.report/vendor/netapp
http://cve.report/software/netapp/clustered_data_ontap
http://cve.report/vendor/netapp
http://cve.report/software/netapp/clustered_data_ontap
http://cve.report/vendor/netapp
http://cve.report/software/netapp/clustered_data_ontap

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp

Netapp

Clustered Data Ontap
Clustered Data Ontap
Clustered Data Ontap
Clustered Data Ontap
Clustered Data Ontap
Clustered Data Ontap
Clustered Data Ontap
Clustered Data Ontap
Clustered Data Ontap
Clustered Data Ontap
Clustered Data Ontap
Clustered Data Ontap
Clustered Data Ontap
Clustered Data Ontap
Clustered Data Ontap
Clustered Data Ontap
Clustered Data Ontap
Clustered Data Ontap
Clustered Data Ontap
Clustered Data Ontap
Clustered Data Ontap
Clustered Data Ontap
Clustered Data Ontap
Clustered Data Ontap
Clustered Data Ontap
Clustered Data Ontap
Clustered Data Ontap
Clustered Data Ontap

Clustered Data Ontap

9.3

9.3

9.3

9.3

9.3

9.3

All

9.1

9.1

9.1

9.1

9.1

9.1

9.1

9.1

9.1

9.1

9.1

9.1

9.1

9.1

9.1

9.3

9.3

9.3

9.3

9.3

9.3

9.3

p1
p2
p3
p4
p5
p6

All

ol
p10
p1i
pi2
p13
pl4
p2
p3
p4
p5
p6
p7
p8

P9

p1
p2
p3
p4
p5

p6

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

References

Reference

CVE Program record

NetApp Clustered Data ONTAP CVE-2019-5491 Unspecified Information Disclosure Vulnerability

CVE-2019-5491 SMB Information Disclosure Vulnerability in Clustered Data ONTAP 9.0 and higher | NetApp Product Security = CONFIRM
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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