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VE-2019-5527

MITRE NVD CVE.ORG Print: PDF %5
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PUBLIC

security@vmware.com

CVE Program / NVD first with legacy fallback
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ESXi, Workstation, Fusion, VMRC and Horizon Client contain a use-after-free vulnerability in the virtual sound device. VMw
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Risk And Classification

Problem Types: CWE-416

NVD Known Affected Configurations (CPE 2.3)

Type
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Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Vendor Product Version Update Edition Language
Apple Mac Os X - All All All
Vmware Esxi All All All All
Vmware Esxi 6.0 - All All
Vmware Esxi 6.0 1 All All
Vmware Esxi 6.0 1a All All
Vmware Esxi 6.0 1b All All
Vmware Esxi 6.0 2 All All
Vmware Esxi 6.0 3 All All
Vmware Esxi 6.0 3a All All
Vmware Esxi 6.0 600-201504401 All All
Vmware Esxi 6.0 600-201505401 All All
Vmware Esxi 6.0 600-201507101 All All
Vmware Esxi 6.0 600-201507102 All All
Vmware Esxi 6.0 600-201507401 All All
Vmware Esxi 6.0 600-201507402 All All
Vmware Esxi 6.0 600-201507403 All All
Vmware Esxi 6.0 600-201507404 All All
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Applicaton vmware Kemote uonsole All All All Al
Application Vmware Remote Console All All All All
Application Vmware Workstation All All All All
Application Vmware Workstation All All All All
Reference Source Link Tags
VMSA-2019-0014.1 CONFIRM www.vmware.com Vendor Advisory
CVE Program record CVE.ORG WWW.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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