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Summary

CVE CVE-2019-5534

State PUBLIC

Assigner security@vmware.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-09-18 21:15:00 UTC

Updated 2022-04-22 19:49:00 UTC

Description VMware vCenter Server (6.7.x prior to 6.7 U3, 6.5 prior to 6.5 U3 and 6.0 prior to 6.0 U3j) contains an information disclosure vulnerability where Virtual Machines deployed from an OVF could expose login information via the virtual machine's vAppConfig properties. A malicious actor with access to query the vAppConfig properties of a virtual machine deployed from an OVF may be able to view the credentials used to deploy the OVF (typically the root account of the virtual machine).

Risk And Classification

Problem Types: CWE-200 | CWE-522

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Vmware Vcenter Server 6.0 All All All

Application Vmware Vcenter Server 6.0 a All All

Application Vmware Vcenter Server 6.0 b All All

Application Vmware Vcenter Server 6.0 u1 All All

Application Vmware Vcenter Server 6.0 u1b All All

Application Vmware Vcenter Server 6.0 u2 All All

Application Vmware Vcenter Server 6.0 u2a All All

Application Vmware Vcenter Server 6.0 u2m All All

Application Vmware Vcenter Server 6.0 u3 All All

Application Vmware Vcenter Server 6.0 u3a All All

Application Vmware Vcenter Server 6.0 u3b All All

Application Vmware Vcenter Server 6.0 u3c All All

Application Vmware Vcenter Server 6.0 u3d All All

Application Vmware Vcenter Server 6.0 u3e All All

Application Vmware Vcenter Server 6.0 u3f All All

Application Vmware Vcenter Server 6.0 u3g All All

Application Vmware Vcenter Server 6.0 u3h All All
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Application Vmware Vcenter Server 6.0 u3h All All

Application Vmware Vcenter Server 6.0 u3i All All

Application Vmware Vcenter Server 6.0 update2 All All

Application Vmware Vcenter Server 6.0 update2a All All

Application Vmware Vcenter Server 6.0 update2m All All

Application Vmware Vcenter Server 6.0 update3a All All

Application Vmware Vcenter Server 6.0 update3b All All

Application Vmware Vcenter Server 6.0 update3c All All

Application Vmware Vcenter Server 6.0 update3d All All

Application Vmware Vcenter Server 6.0 update3e All All

Application Vmware Vcenter Server 6.0 update3f All All

Application Vmware Vcenter Server 6.0 update3g All All

Application Vmware Vcenter Server 6.0 update3h All All

Application Vmware Vcenter Server 6.0 update3i All All

Application Vmware Vcenter Server 6.5 All All All

Application Vmware Vcenter Server 6.5 a All All

Application Vmware Vcenter Server 6.5 b All All

Application Vmware Vcenter Server 6.5 c All All

Application Vmware Vcenter Server 6.5 d All All

Application Vmware Vcenter Server 6.5 u1 All All

Application Vmware Vcenter Server 6.5 u1b All All

Application Vmware Vcenter Server 6.5 u1c All All

Application Vmware Vcenter Server 6.5 u1d All All

Application Vmware Vcenter Server 6.5 u1e All All

Application Vmware Vcenter Server 6.5 u1g All All

Application Vmware Vcenter Server 6.5 u2 All All

Application Vmware Vcenter Server 6.5 u2b All All

Application Vmware Vcenter Server 6.5 u2c All All

Application Vmware Vcenter Server 6.5 u2d All All

Application Vmware Vcenter Server 6.5 u2g All All

Application Vmware Vcenter Server 6.5 update1 All All

Application Vmware Vcenter Server 6.5 update1b All All

Application Vmware Vcenter Server 6.5 update1c All All

Application Vmware Vcenter Server 6.5 update1d All All

Application Vmware Vcenter Server 6.5 update1e All All

Application Vmware Vcenter Server 6.5 update1g All All
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Application Vmware Vcenter Server 6.5 update2 All All

Application Vmware Vcenter Server 6.5 update2b All All

Application Vmware Vcenter Server 6.5 update2c All All

Application Vmware Vcenter Server 6.5 update2d All All

Application Vmware Vcenter Server 6.5 update2g All All

Application Vmware Vcenter Server 6.7 All All All

Application Vmware Vcenter Server 6.7 a All All

Application Vmware Vcenter Server 6.7 b All All

Application Vmware Vcenter Server 6.7 c All All

Application Vmware Vcenter Server 6.7 d All All

Application Vmware Vcenter Server 6.7 u1 All All

Application Vmware Vcenter Server 6.7 u1b All All

Application Vmware Vcenter Server 6.7 u2 All All

Application Vmware Vcenter Server 6.7 u2a All All

Application Vmware Vcenter Server 6.7 u2c All All

Application Vmware Vcenter Server 6.7 update1 All All

Application Vmware Vcenter Server 6.7 update1b All All

Application Vmware Vcenter Server 6.7 update2 All All

Application Vmware Vcenter Server 6.7 update2a All All

Application Vmware Vcenter Server 6.7 update2c All All

Application Vmware Vcenter Server 6.0 All All All

Application Vmware Vcenter Server 6.0 a All All

Application Vmware Vcenter Server 6.0 b All All

Application Vmware Vcenter Server 6.0 u1 All All

Application Vmware Vcenter Server 6.0 u1b All All

Application Vmware Vcenter Server 6.0 u2 All All

Application Vmware Vcenter Server 6.0 u2a All All

Application Vmware Vcenter Server 6.0 u2m All All

Application Vmware Vcenter Server 6.0 u3 All All

Application Vmware Vcenter Server 6.0 u3a All All

Application Vmware Vcenter Server 6.0 u3b All All

Application Vmware Vcenter Server 6.0 u3c All All

Application Vmware Vcenter Server 6.0 u3d All All

Application Vmware Vcenter Server 6.0 u3e All All

Application Vmware Vcenter Server 6.0 u3f All All

Application Vmware Vcenter Server 6.0 u3g All All
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Application Vmware Vcenter Server 6.0 u3g All All

Application Vmware Vcenter Server 6.0 u3h All All

Application Vmware Vcenter Server 6.0 u3i All All

Application Vmware Vcenter Server 6.5 All All All

Application Vmware Vcenter Server 6.5 a All All

Application Vmware Vcenter Server 6.5 b All All

Application Vmware Vcenter Server 6.5 c All All

Application Vmware Vcenter Server 6.5 d All All

Application Vmware Vcenter Server 6.5 u1 All All

Application Vmware Vcenter Server 6.5 u1b All All

Application Vmware Vcenter Server 6.5 u1c All All

Application Vmware Vcenter Server 6.5 u1d All All

Application Vmware Vcenter Server 6.5 u1e All All

Application Vmware Vcenter Server 6.5 u1g All All

Application Vmware Vcenter Server 6.5 u2 All All

Application Vmware Vcenter Server 6.5 u2b All All

Application Vmware Vcenter Server 6.5 u2c All All

Application Vmware Vcenter Server 6.5 u2d All All

Application Vmware Vcenter Server 6.5 u2g All All

Application Vmware Vcenter Server 6.7 All All All

Application Vmware Vcenter Server 6.7 a All All

Application Vmware Vcenter Server 6.7 b All All

Application Vmware Vcenter Server 6.7 c All All

Application Vmware Vcenter Server 6.7 d All All

Application Vmware Vcenter Server 6.7 u1 All All

Application Vmware Vcenter Server 6.7 u1b All All

Application Vmware Vcenter Server 6.7 u2 All All

Application Vmware Vcenter Server 6.7 u2a All All

Application Vmware Vcenter Server 6.7 u2c All All

References

Reference Source Link Tags

VMware Security Advisory 2019-0013 ≈ Packet Storm MISC packetstormsecurity.com

VMSA-2019-0013.1 CONFIRM www.vmware.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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