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/

CVE-2019-5537

PUBLIC

MITRE

CVE-2019-5537

NVD

security@vmware.com

CVE.ORG JSON API

CVE Program / NVD first with legacy fallback

2019-10-28 16:15:00 UTC

2021-08-24 10:59:00 UTC

Sensitive information disclosure vulnerability resulting from a lack of certificate validation during the File-Based Backup and

Risk And Classification

Problem Types: CWE-295

NVD Known Affected Configurations (CPE 2.3)
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Application Vmware Vcenter Server 6.5 e All All
Application Vmware Vcenter Server 6.5 f All All
Application Vmware Vcenter Server 6.5 ut All All
Application Vmware Vcenter Server 6.5 ulb All All
Application Vmware Vcenter Server 6.5 uic All All
Application Vmware Vcenter Server 6.5 uid All All
Application Vmware Vcenter Server 6.5 ule All All
Application Vmware Vcenter Server 6.5 ulg All All
Application Vmware Vcenter Server 6.5 u2 All All
Application Vmware Vcenter Server 6.5 u2b All All
Application Vmware Vcenter Server 6.5 u2c All All
Application Vmware Vcenter Server 6.5 u2d All All
Application Vmware Vcenter Server 6.5 u2g All All
Application Vmware Vcenter Server 6.5 u3 All All
Application Vmware Vcenter Server 6.7 - All All
Application Vmware Vcenter Server 6.7 a All All
Application Vmware Vcenter Server 6.7 b All All
Application Vmware Vcenter Server 6.7 d All All
Application Vmware Vcenter Server 6.7 ul All All
Application Vmware Vcenter Server 6.7 ulb All All
Application Vmware Vcenter Server 6.7 u2 All All
Application Vmware Vcenter Server 6.7 u2a All All
Application Vmware Vcenter Server 6.7 u2c All All
Application Vmware Vcenter Server 6.7 u3 All All
Reference Source Link Tags
VMSA-2019-0018 MISC www.vmware.com Vendor Advisory
CVE Program record CVE.ORG WWW.Cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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