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Summary

CVE CVE-2019-5635

State PUBLIC

Assigner cve@rapid7.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-08-22 14:15:00 UTC

Updated 2020-10-16 14:04:00 UTC

Description A cleartext transmission of sensitive information vulnerability is present in Hickory Smart Ethernet Bridge from Belwith Products, LLC. Captured data reveals that the Hickory Smart Ethernet Bridge device communicates over the network to an MQTT broker without using encryption. This exposed the default username and password used to authenticate to the MQTT broker. This issue affects Hickory Smart Ethernet Bridge, model number H077646. The firmware does not appear to contain versioning information.

Risk And Classification

Problem Types: CWE-319

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Belwith-keeler Hickory Smart Ethernet Bridge - All All All

Hardware Belwith-keeler Hickory Smart Ethernet Bridge - All All All

Operating System Belwith-keeler Hickory Smart Ethernet Bridge Firmware - All All All

Operating System Belwith-keeler Hickory Smart Ethernet Bridge Firmware - All All All

References

Reference Source Link Tags

IoT Security: Hickory Smart Lock Vulnerability Disclosure Details MISC blog.rapid7.com Third Party Advisory

404 Not Found – Hickory Hardware MISC hickoryhardware.com Product

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: This issue was discovered and reported by Deral Heiland of Rapid7. It has been
disclosed in accordance with Rapid7's vulnerability disclosure policy
(https://www.rapid7.com/disclosure/).
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There are currently no legacy QID mappings associated with this CVE.
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